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HUHCTPYKLUA
10 OPraHU3auui AHTUBHUPYCHOI 3a1IMTHI B HH(POPMAIMOHHBIX CHCTEMAX
NepPCOHAJIbHBIX JaHHBIX

1. OO0mmue nosnoxkeHus.
1.1. Hacrosimast MaCcTpyKIMs pazpaboTaHa B LENSAX 3alUThI MIEPCOHATBHBIX JaHHBIX (nanee — [1/1H)
B MH(OPMAIIMOHHBIX CUCTeMax MepcoHanbHbIX AaHHbIX (Hanee — MCIT/In) W11 batmanoBa HukuTs
Koncrantunosnua (MHH 592013534910, OI'PHUIT 322595800013934) (manee — Omnepatop) OT
HECAHKIIMOHUPOBAHHOTO KOTMPOBAHUS, MOAU(PHUKALINN U YHHUTOKECHHS TIO/T IEHCTBHEM BHPYCOB U
JPYroro BpeloHOCHOTO nporpammHoro obdecneuenus (naiuee — [10);
1.2. Hacrosimas MHcTpykius pa3paboTaHa B COOTBETCTBUU C PYKOBOISIIMMH U HOPMATHBHBIMU
JIOKyMeHTaMu peryisatopoB Poccuiickoit denepannu B 00J1aCTH 3aLIUThI IEPCOHATBHBIX JAHHBIX;
1.3. TlonwszoBarenem WCII[In (manee — Ilonmp3oBatensb) siBasieTcss coTpynHuk Omeparopa,
Y4acTBYIOUIMII B paMKax BBINOJHEHUS CBOMX (YHKIMOHAJIBbHBIX OOS3aHHOCTEM B Ipoleccax
aBTOMaTU3MpOBaHHOW oOpaboTku II/[H m umerommii moctyn K ammapaTHbIM cpezactsaM, [1O,
JTaHHBIM U cpeacTBaM 3amuThl HHGpopmanuu UCII/IH (nanee — C3N);
1.4. Opranmzanus antuBupycHoit 3amutsl UCITIa npu o6padotke [1/In TTons3osarensmu UCTI
OCYIIECTBIISIET OTBETCTBEHHBIN 3a 0OecriedeHre 6€30MacHOCTH MEPCOHAIBHBIX TaHHBIX;
1.5. Kontpons Haj pabortoil [lonp3oBaTens mo NpUMEHEHUIO Ha aBTOMATH3MPOBAHHBIX PabO4YMX
mecrax (nanee — APM) MCII/IH aHTUBHPYCHOW 3allUThl OCYIIECTBJISET OTBETCTBEHHBIM 3a

oOecrnieueHre 6€30MacCHOCTH MEPCOHATbHBIX JJAHHBIX.
2. OpraHu3zanusi aHTUBHPYCHOM 3a1IUTHI

2.1. K npumenenuro Ha APM u cepucax MCII[IH nomyckaercss TOJNBKO JIMIIEH3UOHHBIE H
ceprupuunposanubie ®CTOK Poccun aHTUBUPYCHBIE CPENICTBA;

2.2. K HacTpoiike CHCTEMBl AHTHBHMPYCHOM 3alUTHl JOIYCKAIOTCA TOJIBKO YIIOJHOMOYEHHbIE
COTPYJHUKH, YTBEpKIeHHbIE OnepaTopom;

2.3. Tlonb30BaTeNsIM 3aIpelleH0 BMEIINBATHLCA B paOb0OTy CUCTEMBbI aHTUBUPYCHOM 3aIlIUTHI.



2.4. 0060 Bcex HEUCHPABHOCTAX wWiaM Hemosankax Ilomp3oBarens 00s3aH  COOOIIMTH
OTBETCTBEHHOMY 3a oOecrieueHne 0e30macHOCTH ePCOHANIBHBIX TaHHBIX OnepaTopa;

2.5. Ha APM UCIIn 3anpentaercss yctanoBka 10, He CBSI3aHHOTO C BBINOJIHEHHEM (DYHKIUH,
MPeyCMOTPEHHBIX TEXHOJIOTHYECKUM MPOIIecCOM 00paboTku uHpopManuu;

2.6. Ilonp3oBarenb npu padboTe cO CbEMHBIMU HOCHUTEISIMU MH(GOpMaLUU 00s3aH Iepesl HayaloM
paboThl MPOBECTH WX MPOBEPKY CPEICTBAMH AHTUBUPYCHOH 3aIIMTHI HA MPEIMET OTCYTCTBHUS
KOMIIBIOTEPHBIX BUPYCOB U BPEIOHOCHBIX IIPOrPaMM;

2.7. Bce daktpel MoguduKanuy U paspylieHus gaHHbIX Ha cepBepax wir APM UCII/IH, a Takxke
3apakeHHe UX BHUpycaMu Wi BpeAoHOCHBbIM [1O, MOMmKHBI aHATU3UPOBATHCS OTBETCTBEHHBIM 32
obecriedeHre 6€30MaCHOCTH EPCOHANBHBIX JaHHBIX;

2.8. OtBercTBeHHBIN 3a oOecriedeHne OE30MAaCHOCTH MEPCOHATBHBIX HAHHBIX OCYIIECTBISET
MOJIHYIO MpoBepKy xecTkoro aucka APM u ceBepoB UCIIJIH U cheMHBIX HOCUTENEH HA HAIUYUE
BHUpYycoB U BpenoHocHoro [10 He pexe 1 pasza B mecs;

2.9. Hactpoiiku antuBupycHoro [1O ompenensieTcss MOJUTUKAMU IEHTPAIM30BAHHOIO CEpBEpa
aIMUHHUCTPUPOBAHUS, U  IPUMEHSIOTCS C IOMOIIBIO  «ATrE€HTa  aJIMUHUCTPUPOBAHUSD,
yctaHoBieHHoro Ha APM u cepsepax UCII/1H;

2.10. AntuBupycHoe IIO nomkHO 3amyckaTbCsi aBTOMATHYECKH IIPU CTapTe OIEpaluOHHOU
cucrembl APM u cepsepoB VCII/IH 1 QpyHKIMOHMPOBATH 10 3aBepIICHHs PabOTHI ONeparmOHHON
CUCTEMBI;

2.11. Ha APM wu cepsepax HUCII[IH nomxHO ObITh mpeaycMmoTpeH 3amper [lomp3oBarensiM Ha

OJIOKMPOBKY U BBITPY3KY aHTHBHpYCcHOro I10.
3. JeiicTBusi Ipu 00HAPY’KEHUH BUPYCOB

3.1. Ilonp3oBaTenu npu OOHAPYKEHUU WJIM TOSBIEHUS IOJ03PEHUI HAa HalMYMe KOMITbIOTEPHBIX
BHUPYCOB WM BpeAaoHocHOTO [1O 00s13aHbI HEMEIIEHHO MTPEKPATUTh Kakue-I1uoo neiicteust Ha APM
NCTI[JH v mpoBecTH JiedeHHE 3apa’K€HHBIX (DaljioB MyTeM BBIOOpA COOTBETCTBYIOIIETO ITyHKTa
MEHIO aHTUBUPYCHOM MTPOrpaMMBbI U 3aT€M ITPOBECTU OBTOPHBIN aHTUBUPYCHBINH KOHTPOJIb;

3.2. B ciaywae oOHapyXeHUsT Ha CBEMHBIX HOCHTEISIX HMH(GOpMAIMM HOBOTO BHUpyca WIU
BpenonocHoro I1O, we momnmatomerocs Jedenuto, [lomp3oBarens o00s3aH TPEKpaTUTh MX
HCIOJIb30BaHUE;

3.3. B caywsae oOnapyxenus Ha APM UCIIJIlH He mnopnmaromierocss JIEYCHHIO BUpycCa WU
BpenoHocHoro IIO, Ilomb3oBarens 00s3aH IOCTaBUTh B H3BECTHOCTh OTBETCTBEHHOTO 3a
oOecrnieueHre O€30MacCHOCTH MEPCOHANbHBIX JAHHBIX M MpeKpaTuth padoTy Ha APM, mpuHsTH B
BO3MOXXHO KOPOTKHE CPOKHM HEO0OXOJHMMbIE MEphl K YCTpPaHEHHIO BHpyca (OOHOBUTH MaKeT

AHTUBHUPYCHBIX MTPOTPAMM U T.I1.).



4, OTBETCTBEHHOCTH

4.1. Tlomp3oBarens HeCET INEPCOHAJIBHYIO OTBETCTBEHHOCTH 3a OCYIICCTBJICHUC PEriIaMCHTa

ucnosibzoBanus Ha APM MCII/IH aHTUBHUPYCHBIX CPEJICTB.



JIner o3HaKoMJIeHU s
¢ UHcTpykuueil mo opranu3anuy aHTUBMPYCHOM 3alIIUTHI B HH(POPMALMOHHBIX CHCTEMAax

nepcoHanbHbIX AaHHbIX UIT barmanoBa Hukursl KoHcTaHTHHOBHYA
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