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MOJEJIb YI'PO3 BE3OTACHOCTH NEPCOHAJIbHBIX TAHHBIX B
NHOOPMALINOHHOU CUCTEME NEPCOHAJIBHBIX TAHHBIX

1. OOmue nos0KeHUs
Hacrosimass Mogenp yrpo3 0e30macHOCTH NEPCOHAJIbHBIX JaHHBIX (Hanee — Mopens yrpos), B
MH(OPMALIMOHHOW CHUCTeME TMEePCOHANbHBIX JaHHBIX MHIMBHIyaJIbHOIO NPEANPUHUMATEINS
barmanoBa Hukutel Koncrantunosmua (MHH 592013534910, OI'PHUIT 322595800013934)
(manee — CIIIH), pa3paboTaHa Ha OCHOBaHHH CIEAYIOUINX JOKYMEHTOB:
— @enepanpHblii 3aKoH 0T 27.07.2006 1. Ne 152-03 «O nepcoHanbHbIX JaHHBIXY;
— Meronuka onenku yrpo3 6esonacuoctu unpopmanuu (yrB. PCTIK Poccun 05 despans 2021
r.);
— ba3zoBas Mozenp yrpo3 0e30HacHOCTH MEPCOHANBHBIX JAHHBIX MpU HX 00paboTke B
MH(OPMALIMOHHBIX cucTeMax nepcoHanbHbIX JaHHBIX» (YTB. DCTIK Poccum 15 pespans 2008 r.);
— IlocranoBnenne IlpaButennbcrBa Poccuiickoit @enepamuu ot 01.11.2012 r. Ne 1119 «O6
YIBEP)KJICHUM TpeOOBaHMM K 3allUTe NEepCOHANbHBIX JIAHHBIX HpuU HUX 00paboTke B
MH(POPMAIMOHHBIX CHCTEMaX MEePCOHAIBHBIX TaHHBIX).
Mogenb yrpo3 HCHONB3yeTCA TMpu pa3zpaboTke cuctembl 3amutbl [1/[H, oOecneunBaromeit
HENTpaIu3aluio MPEeAnogaraéMblX yrpo3 ¢ HUCIIOJIb30BaHUEM METOAOB M croco0oB 3amuThl [1/1H,
IIPEyCMOTPEHHBIX ISl cooTBeTcTBYIoIero kinacca MCII/IH.
OTBeTCTBEHHBIM 32 OOECIIEYeHHE 3allWThl TEPCOHANBHBIX JaHHBIX MHIMBHAyabHOrO
npeanpunumarens barmanoBa Hukutel Koncrantunosuua (nanee - UII) snsercs OTBETCTBEHHBIH
3a 6€30MaCHOCTb MEPCOHATBHBIX JaHHBIX, KOTOPBIN Ha3HayaeTcs npukazom MIL.

2. OcHOBHBIE IOHATHS
Ilepconanvuvie Oaumnvie — 100ass wHGOpPMAIUSA, OTHOCSIIASICS K TPSAMO WJIM KOCBEHHO
OTIpeIIECHHOMY WJIM olpejaenseMoMy (Qu3ndeckoMy JuIy (CyOBeKTy NEpCOHAIbHBIX JaHHBIX)

(manee — [11n);



Ilepconanvuvie oannvle, paspeuiennvie cyObLeKmom NepCcoHANbHbIX OAHHBIX OJisl PACNPOCMPAHEHUs
— TIEpCOHAJIbHBIE JAHHBIE, JOCTYIl HEOTPAHMYEHHOTO Kpyra JIMI K KOTOpPHIM IIPEAOCTaBIIECH
CyOBEKTOM MEpPCOHAIBHBIX JAaHHBIX MyTEM Jaud COrJiacusl Ha 00pabOTKy MEepCOHATbHBIX JaHHBIX,
paspelIeHHbIX CyOBEKTOM NEpCOHANbHBIX [JaHHBIX JUId PAclpOCTPaHEHUs B  IOpPSAKeE,
IIPESYyCMOTPEHHOM HacTosUM DenepanbHbIM 3aKOHOM;
Hugpopmayuonnas cucmema nepcoHanbHbIX OAHHLIX — COBOKYIHOCTH COJEpXKalIuxcsi B 0azax
JaHHBIX TIEPCOHAJIBHBIX JAaHHBIX M OOECIEYMBAIOIIMX UX 00paboTKy HH(GOPMAIIMOHHBIX
TEXHOJIOTHH U TexHu4Yeckux cpeacts (nainee — UCIIIn);
Aemomamu3zuposannas cucmema — 3TO CUCTEMa, COCTOSIIIAs U3 IEpCOHANa U KOMILIEKCa CPEelICTB
aBTOMATH3allMMd €ro JEATENbHOCTH W pealn3yeT WH(POPMALMOHHYIO TEXHOJOTHIO BBITOJTHEHUS
yCcTaHOBJIEHHBIX QyHKIMH (Hanee — AC);
Aemomamu3zuposannas uH@OpMayuoHHas cucmema — 3TO COBOKYIHOCTb IPOIPAMMHBIX U
annapaTHbIX CpEACTB, NpPEJHA3HAYCHHBIX U1 XpaHEHHUs W (WIM) YNpaBIEHUS JaHHBIMU U
nHopManuen, a TaKke I Mpou3BoCcTBa Beruucienuii (nanee — ANUC);
HUngpopmayuonnas 6e3onachocms — 3TO COXpaHEHHWE M 3amMTa HHGOpMAIMH, a TaKXKe ee
BOKHEHIIMX 3JIEMEHTOB, B TOM YHCJIE€ CHUCTEMBl U 000OpyAOBaHME, IpeJHa3HAuYEHHbIE IS
HCIIOJIB30BaHUs, COEPEIKCHHS U Tepeadn 3Tor nHdopmaruu (ranee — Mb);
HCJ[ — necaHKIIMOHUPOBAHHBIN JOCTYII;
1IC3H1 — nporpammHas cucTeMa 3aliiuThl THOpMaIUY;
CBT — cpencTBO BBIUUCIUTENIbHONW TEXHUKHY;
C® C3I1/]n — cpena pyHKIMOHUPOBAHHSI CUCTEMBI 3aILUTHI IEPCOHAIBHBIX JTaHHbIX;
Cucmema 3awumuvl NEPCOHANbHLIX OAHHLIX — O3TO KOMIUIEKC MeEp U  MEpONpUSTHI
OpPraHM3allMOHHOTO W  TEXHUYECKOrO XapakTepa, HalpaBJIEHHbIX Ha MPOTHUBOJEHCTBUE
HECAHKIIMOHMPOBAHHOMY JOCTYIy K 3aKpbITOM MH(pOpMaIMM C y4€TOM aKTyaJlbHOIO THIA yrpo3
oe3onacHoctH (nanee — C3I1/IH).

3. CocrTaB U CTPYKTYpa NEePCOHAIBHBIX JAHHBIX
3.1. B UCIIIz UII oOpabaTeiBatoTCsl CleAylolue MEepCOHANbHbIE NaHHbIE: (amMuans, uMsl,
O0TYECTBO CyObeKTa, AaTa POKACHHS, aApec MECTOKUTEJNbCTBA WM PerucTpaunnu, ceMeiiHoe
M0JI0KeHHe, TaHHbIe MacnopTa.
3.2. B cootBercTBUU ¢ M. 6 1 7 «TpeboBaHMil K 3aIUTE NEPCOHAIBHBIX JAHHBIX ITPH UX 00paboTKe
B HMH(QOPMAIIMOHHBIX CHUCTEMaX [EpPCOHAJIBHBIX JaHHBIX», YTBEPKAEHHBIX IOCTAHOBJIEHHUEM
ITpaButenbcTBa o1 1 HOsIOpst 2012 1. Ne 1119 1 AKTOM OIIEHKM NOTEHIMATIBHOTO Bpesa CyObeKTaM
nepcoHanbHbIX AaHHBIX WII ans uHdopmamumonHoW cuctembl OnepaTopa akTyajdbHBI YIpO3bl
0€30MMacCHOCTH MEePCOHANBHBIX JaHHBIX 3-T0 TUmna. C y4éToM TOro, 4to MH(pOpMalMOHHAs cuUcTeMa

Omnepatopa obpabaTeiBaeT niepcoHanbHbie AaHHbie MeHee ueM 100 000 cyObeKTOB mepCOHATBHBIX



JAaHHBIX, HEOOX0IUMO oOecrieueHne 4-TO YPOBHS 3aIUIIEHHOCTH TEPCOHAIBHBIX JaHHBIX MPH UX
o0paboTke B mHPOpMaAIMOHHOH cucteme OnepaTtopa.
4. Oo0uee onucanue MHGOPMAIMOHHO-TEXHOJIOTMYECKOI CTPYKTYPbI
4.1. TlepconanpHble naHHbIe oOpaOateiBatoTcs MII B criemyromux 1ensx: oOecredeHue
COOJIO/ICHNsI 3aKOHOJATEJIPHBIX W WHBIX HOPMATHBHBIX IPAaBOBBIX akTOB P®d, mokambHBIX
HOPMAaTUBHBIX akTOB OmiepaTopa; MCIOIHEHUS O0S3aHHOCTEH, BO3JIOKCHHBIX 3aKOHOIATEIIHCTBOM
P® na Omnepatopa, B TOM 4HCIE CBSI3aHHBIX C MPEJICTABICHUEM IMEPCOHAIbHBIX JaHHBIX B
HajoroBble opranbl, IleHcuonnbi ¢oun Poccuiickoit ®Denepanuu, DOHA COMHAIBHOTO
ctpaxoBanus Poccuiickoit ®Penepanun, DenepanbHplii (HOHI 003aTEIHHOTO MEAUITUHCKOTO
CTPaxOBaHUs, a TAKXKE B UHBIE FOCYJAPCTBEHHBIC OPraHbl; PETyJIMPOBAHUS TPYAOBBIX OTHOILIEHUH C
pabotaukamu Omneparopa (TPyIOyCTPOHWCTBO, KOHTPOJIh KOJUYECTBA M KadecTBAa BBITIOIHAECMOM
paboThl, obecrieyeHNe COXPAHHOCTH WMYIIECTBA); MCIOJIHEHUS CyA€OHBIX aKTOB, aKTOB JIPYTHX
rOCy/IapCTBEHHBIX OpPraHOB WM JOJDKHOCTHBIX JIMI[; pealiu3allud NpaB U 3aKOHHBIX HWHTEPECOB
Omnepatopa B paMKax BEICHHUS BHUIOB JICSITCIBHOCTH, MPEAYCMOTPEHHBIX JOKAIHHBIMU
HOpPMaTHBHBIMHU akTamu OrnepaTopa, WK TPEThUX JHI] JUO0 TOCTHKEHHUS 00IIECTBEHHO 3HAYNMBIX
nene.
4.2. UI1 umeeT cOOCTBEHHYIO JIOKAIBbHYIO BBIYMCIUTENBHYIO CETh, K KOTOPOW MOJKIIOYEHBI 0a3bl
JTAHHBIX UHPOPMALIUU, COACPIKaIIUEe IEPCOHANIbHBIE JaHHbIe rpakaan PD no cnexyromemy aapecy:
617762, Poccus, [lepmckuii kpaid, T. YaiikoBckuii, yi. ['arapuna, a. 23, kB. 42.
4.3. loctyn B ouc UII ocymiecTBiseTcst OAHUM U3 CIEAYIOLIMX CIIOCOOOB:
— BXO/JI [IPY TOMOIIIM MEXaHUYECKOTO CPEICTBA 3alIUTHI OT B3JIOMA.
4.4. CpencTsa 3allUThl B BUJIE AaHTUBUPYCHOM MPOrpaMMbl YCTAHOBJIEHBI HAa pabOYMX MecTax M Ha
cepBepax UII.
4.5. locTyn B CUCTEMBI OCYUIECTBISIETCS MO MHANBUAYAIBHOMY JIOTHHY U MAPOJIIO.
4.6. Kaxngomy pabOTHUKY OCYHIECTBISETCS pAcChlIKa HMHQPOPMAIIMOHHBIX MaTepHalioB U
HOPMAaTUBHBIX JOKYMEHTOB B 00J1aCTH MHPOPMAIIMOHHON 0€30IacHOCTH.
5. Bo3MoikHbIe HeraTUBHBIE MOCJIEICTBUSA OT peaju3aluuu (BO3BHUKHOBEHNsI) YyIPo3
0€30MaACHOCTH NMEePCOHATBbHBIX TaHHBIX
5.1. Buapl pUCKOB, KOTOpbIE MOTYT HACTYMUTh OT HApPYIICHUS WM MPEKPAIleHUs OCHOBHBIX
MPOIIECCOB:
— ymep6 ¢puzndecKomy JUILy;
— PHUCKHA IOpUIUYECKOMY JIMIy, WHAUBUAYAJIbHOMY MPEANPUHUMATENI0, CBSI3aHHBIE C

XO3IUCTBEHHOHN JIEATEILHOCTLIO



— ymiep0 rocynapcTBy B 00JacTH oOecredeHHsl O€30MacHOCTH TOCyAapcTBa W IMPaBOIOpsIKa, a
TaKXKe B COLMAIBHOM, SKOHOMHUYECKOW, TMOIUTUYECKOH, IKOIOTHUECKON cepax AesITeTbHOCTH U
ApYTHE;

5.2. Bo3MOXHBIE HEraTHBHBIE IIOCIEJCTBMs, HACTYIUIEHME KOTOPBIX MOXET IIPUBECTH K

BO3HHUKHOBCHHUIO pUCKaA, IIPEACTABIICHBI B Ta6JII/IHC HUXKCE:

Ne Buneb! pucka (ymep6a) Bo3MOKHbBIE TUIIOBBIE HETATUBHBIE MMOCIEICTBUS
V1 | Yep6 busnueckoMy | Yrpos3a KU3HU WU 3J0POBBIO.
ULy VYHu)KeHne JOCTOMHCTBA TUYHOCTH.

Hapymienue cBo60bl, IMYHOM HEMPUKOCHOBEHHOCTH.
Hapyuienne HeNpUKOCHOBEHHOCTH YaCTHOM JKM3HHU.
Hapymenue nuyHOM, ceMeWHO TaillHbI, yTpaTa 4ecTU U
100pOT0 UMEHU.

Hapymenne TalHbI [IEPEIUCKH, Tese()OHHBIX
MePEroBOPOB, HHBIX COOOIICHUH.

Hapymienne wHbIX 1ipaB ¥ CcBOOOJ  Trpak/IaHHUHA,
3akperi€éHHbIX B Koncrurynuu Poccuniickoit @enepaunu u
(denepanbHBIX 3aKOHAX.

@OUHAHCOBBIN, NHOW MaTepHalbHBIN yiiepd ¢uzndeckomy
nuny.

Hapymienne KOH(HUICHIINATLHOCTH (yTeuka)
MEPCOHAIIbHBIX JTAHHBIX.

"TpaBns" rpaxknanuna B cetu "MutepHet".

Pasrnamienue nepcoHanbHbIX JaHHBIX TPaK/IaH.

Y2 | Puckn ropuaudeckomy | Hapymenue 3akononarensctsa Poccuiickoit denepanuu.
iy, uHAuBHIyanbHOMY | [loTeps (XuiieHne) NeHEeKHBIX CPEICTB.
IIpEeANPUHUMATEIIIO, Henononyuenne OJKHJAaEMOU (mporHo3upyemoii)
CBSI3aHHBIE C | mpuObLIH.

XO0351CTBEHHOU HeoOxoaumMocTh JOMONHUTENBHBIX (HE3allJIaHUPOBAHHBIX )
JEeSATEIbHOCTBIO 3aTpaT Ha  BbILIATBL  IITpagoB  (HEYCTOEK) WM
KOMIICHCAIUH.

HeoOxoaumocTh JOMONHUTENBHBIX (HE3allJIaHUPOBAHHBIX )
3aTpaT Ha 3aKylKy TOBapoB, paboOT WK ycIyr (B TOM
qucie 3aKynKa MPOrpaMMHOI0 00eCTIeYeH s, TEXHUUECKUX
CPeACTB, BBILIEAIIMX M3 CTPOs, 3aMeHa, HaCTpOMKa,
PEMOHT yKa3aHHBIX CPEJICTB).

Hapymenne mraTHOrOo pexnma (QyHKIIMOHUPOBAHHS
aBTOMATHU3UPOBAHHOMN CHCTEMBI yTIpaBJICHUS "
YIPaBIIIEMOr0 00bEKTa U/UITH Mpoliecca.

CpbIB 3aINIaHUPOBAHHOM C/IEJIKH C MTAPTHEPOM.
Heo6Xx01uMOoCTh TOMOMHUTENBHBIX (HE3aIIaHUPOBAHHBIX )
3aTpar Ha BOCCTAHOBJIICHHE JAEATEIbHOCTH.

[Toreps KIMEHTOB, MOCTABIIUKOB.

IToTepst KOHKYPEHTHOTO IPEUMYLIECTBA.

HeB03MO0)KHOCTB 3aKIIIOYEHMSI IOTOBOPOB, COTJIAIIEHUMN.
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Hapyuienne nenoBou penyramnum.

CHKeHHE pecTuka.

Juckpeauraiusi pabOTHUKOB.

VYr1para nosepus.

[IprunHeHue UMYIIECTBEHHOTO yiepoa.

HecnocoOHOCTh BBINOIHEHUS JOTOBOPHBIX 0053aTEIbCTB.
HeBo3moxHOCTh pemieHus 3amad (peanu3anuul (yHKIIH)
Wil cHWXKeHHe A(PGEeKTUBHOCTH  pelleHus  3ajad
(peanmuzanuu QyHKIHUI).

HeoOxoaumocTh n3MeHeHus (IepecTpoeHMs) BHYTPEHHUX
Ipouenyp Uil JIOCTHXKEHUs LeJei,
(peanmu3zanuy QyHKIHUI).

[IpuHsTHE HEPABUIIBLHBIX PEIICHUH.
[TpocToii nH)OPMALIMOHHON CUCTEMBI UIIH CETH.

[TyOnukanus HenocTOoBepHOW uHGOpMalUu Ha

pelicHus  3a1a4

BeO-
pecypcax opraHu3aluy.

Hcnonp3oBanue BeO-pecypcoB Ui PaACIpPOCTPAHCHUS |
yIpaBICHUS BPEJOHOCHBIM ITPOTPAMMHBIM 00€CIICUCHUEM.
COO0IICHUI c

Paccrpinka UH(POPMALMOHHBIX

HCIIOJIB30BaHUEM BbIYUCIUTCIIBHBIX MOHIHOCTGﬁ
orepaTopa U (WIn) OT €ro UMEHH.
VYTeuka KOHPUIEHIMATbHON HHOpMAIK (KOMMEPUECKOM

TallHBI, CEKPETOB MIPOU3BOJICTBA (HOY-Xay) U Ip.)

V3

Ymepbd rocymapctsy B
obmactu oOecIeyeHus
0e30macHOCTH
rocyiapcraa u
MPaBOMOPAJIKA, a TaKXKe B
COILIMAJIbHOM,
3KOHOMHYECKOH,
MMOJIUTHYIECKOH,
DKOJIOTHYECKOI cdepax
JeSITeIbHOCTH

[TpuunHenue yuiepOa KU3HH U 3I0POBBIO JTIOICH.

[Ipexpamenne wid HapylmeHHe (YHKIMOHUPOBAHUS
00BEKTOB 00ECIIEUEeHNUS )KU3HEACSITEIbHOCTH HACETICHHUS.
[Ipexpaienue uau HapyuieHue (pYHKIMOHUPOBAHUS CETH
CBSI3U.

[Ipexpaienue wiaM HapylleHHE NPOBEACHUS KIMEHTAMHU
orepauuii Mo OAHKOBCKUM cueTaM M (M) 0e3 OTKPBITHSA
0GaHKOBCKOI'0 CuUeTa WM ONepalyii B CHCTEMHO 3HAUYMMOMN
KPEOUTHON OpraHM3allM, ONEPaTOpOM YCIYT IUIATEeXHOU
UHPACTPYKTYPBl CUCTEMHO U (MJIM) COLIMAIBHO 3HAUYUMBIX
IJIaTEeKHBIX CHUCTEM, CUCTEMHO 3HAYUMOM
UH(QpaCTPyKTypHOU opranu3anueil puHaAHCOBOTO PhIHKA.
Bpennbie BO3eHCTBUSA HA OKPYIKAOILYIO CPEY.
[Ipexpamenne wid HapyumeHHe (QYHKIMOHUPOBAHUS
MyHKTa yTpaBJieHUs (CUTYallMOHHOT'O IIEHTPA).
Hapymenne 3akononarensctsa Poccniickoit denepanuu.
[TyGnukanuss HEIOCTOBEPHOW  COLMAIBHO  3HAYMMOM
uHpopMaluu Ha BeO-pecypcax, KOTopas MOKET MPUBECTH

K COHI/IaJ'IBHOI\/'I HAIpsPKCHHOCTH, MAHUKE CPCIU HACCICHUA

U 1p.
Hapymenune mratHoro pexuma (QYHKIIMOHUPOBAHUS
ABTOMAaTU3MPOBAHHON CHUCTEMBI yIpaBJiIeHUs "




yIpaBiIseMoro 00beKTa W/WIK MPOLEecca, eClr 3TO BeleT K
BBIBOJly M3 CTpPOsSI TEXHOJIOTMYECKUX OOBEKTOB, HX
KOMITOHEHTOB.

Hapymienue o0111ecTBEHHOr0 PaBONOPSAKa, BO3SMOKHOCTD
[IOTEpU  WJIM  CHWKEHUS  YPOBHA  KOHTpOJIA 32
OO0I1I€CTBEHHBIM ITPABOIIOPSIIKOM.

Hapymenue BeiOOpHOTO mporiecca.

OtcyTcTBHE BO3MOXKHOCTH OIIEPATUBHOIO OIOBEILECHUS
HAaCEJICHUs O YpE3BbIYaHON CUTYAalUH.

Opranuzanys NUKETOB, 3a0aCTOBOK, MUTUHIOB U JIPYTHX
aKIUH.

MaccoBbi€ YBOJIbHEHUS.

[TosiBneHre HEraTUBHBIX MyOJUKALMI B OOIIEAOCTYIHBIX
HUCTOYHUKAX.

Joctyn K cucTeMaM M CETSM C LENbK0 HE3aKOHHOIO
HCII0JIb30BAHUS BBIYACIUTEIBHBIX MOIIHOCTEH.

VYTeuka nH(GOpMaUK OrpaHUYEHHOTO JJOCTYIIA.

6. Bo3MoikHBIe 00BEKTHI BO3EHCTBHS YTP03 6€30MaCHOCTH MEePCOHATbHBIX JaHHBIX
6.1. [Ipumepbl BO3MOXKHBIX OOBEKTOB BO3JCHCTBUSL OMpEACNUM Ui CJICAYIOUIUX BHJIOB
HETaTUBHBIX TIIOCJCACTBUH: pas3IallicHUe IEePCOHAIBHBIX JaHHBIX TPaXKAaH; XHIICHHE

ACHCIKHBIX CPEACTB CO CUCTA OPraHu3aluu; CpbIB BaHJIaHI/IpOBaHHOfI CACJIKU C MMapTHCPOM.

Herarusnsle nocaencraus OOBeKThI BO3ACHCTBUS Bunel Bo3zelicTBus
Pasriamenue baza nanHbIX MHPOPMALIMOHHON | YTeuka UACHTUDUKAIIMOHHON
NEPCOHAIBHBIX  JaHHBIX | CUCTEMBI, cojepkamias | ”HGOpMalMu TpaxkIaH U3
rpaxnaas (Y1) UICHTU(PUKATUOHHYIO 0a3bl JaHHBIX
MH(}OpPMALIKIO FPpaXKaaH
VYV nanennoe VYTeuka uaeHTUPUKAIIMIOHHOM
aBTOMAaTU3MpPOBaHHOE pabouee | UHPOPMALMU  TpaXIaH C
Mecto (APM) nonb3oBatens APM nonws3oBaTens
JIunusa cesa3u mexnay cepsepoMm | Ilepexsar uHpopManuy,
OCHOBHOTO IIEHTpa OO0paOOTKH | coneprkaliei
JAaHHBIX u CepBEpOM | UACHTU(DUKAIIMOHHYIO
pe3epBHOTO IeHTpa 00paboTKH | MH(OpPMAITHIO TpaXKIaaH,
JAaHHBIX neperaBaeMoil 1Mo  JIMHUAM
CBSI3U
Be6-nmpunoxenue HecaHKimoHMpOBaHHBIN
MH(POPMAIIMOHHON ~ CHCTEMBI, | JOCTYII K
oOpabaTsIBaroIiei UICHTH(PUKAIMOHHON
UICHTUPUKATUOHHYIO nHpopmanuu IpaKJaH,
nH(}OpPMALIHIO FpaXKaaH coziepxKalencs B BeO-
MIPUIIOKEHU N




MH(POPMALIMOHHOMN CUCTEMBI

XuiieHue
CpeICTB

JCHCXKHBIX
(&) cyucra

opranuzanuu (Y2)

bauk-xinenTt

HeCaHKHI/IOHHpOBaHHaﬂ
ImogMEHa JaHHBbIX,
COACPpIKAIIMUXCA B PCKBU3UTAX

IJIATEKHOTO NTOPYUYECHHUSI

APM ¢unaHCOBOTO TUPEKTOPA

HecanknmonupoBanHas

MoauduKanus HHPOPMAIHH
B IUIATEKHBIX
pPacIopsDKEHHSIX M OTIPaBKa
HEJI0OCTOBEPHBIX
pacnopsKeHUun

oT HUMCHU

(hMHAHCOBOTO TUPEKTOPA

DJIEKTPOHHBIN MOYTOBBIA SIIHUK
(bMHAHCOBOTO JUPEKTOPA

Moaundukanus uHPOpMALUU
B IIJIATEKHBIX
pPacHoOpsKEHHUSAX W OTIIPaBKa

APM rnaBHoro Oyxranrepa

HEJ0CTOBEPHBIX
pacropsbkeHUid  OT  MMEHU
(bMHAHCOBOIO TUPEKTOPA

IToogmena JTaHHBIX,
coJIepKaIInX PEKBH3UTHI
IUTATeXKHBIX  MOPYYCHHA U
Ipyrou TJIATeKHOM
uHbopmanuu Ha APM

T'JIaBHOTO 6yxranTepa

CpbIB  3amyIaHMPOBAHHON

cAenku ¢ naptHepoM (Y2)

APM
OpraHu3aIu

PYKOBOOAUTEIIA

Monudukanus uHpopmanuu

U OTIpaBKa 3JIEKTPOHHBIX
MHCEM C  HEIOCTOBEPHOM
nHpopmanyei  OT  HMMEHU

PYKOBOIUTEISI OPraHU3aLUA

DNEeKTPOHHBIM MOYTOBBIN SIIUK
PYKOBOJIMTEINS OpraHU3alnu

Monudukanus uHpopmanuu

U OTIpaBKa 3JIEKTPOHHBIX
IIMCEM €  HEJOCTOBEPHOU
uHpopManueit OT HMEHH

PYKOBOIUTEISI OPraHU3aLUN

7. Kaaccudukanus HapymuTesiei

7.1. Ilo npusHaky npunagiexxHoctd Kk MCII/IH Bce HapymMTenu 1eisaTcs Ha ABE TPYIIIbL:

- BHEIIHUE HapyIIUTENIH - (U3HUECKUEe JIHIlA, HE MMEIOIIME MpaBa NpeObIBaHUS HAa TEPPUTOPUU

KOHTPOJIUPYEMOM 30HBI, B TIpe/iesiax KOTopoil pazmeriaetcs obopyaoBanue UCIIH;

- BHYTPEHHHME HapyIIUTENU - (U3UYECKUE JIMIA, UMEIOIIME MPaBO NpeObIBaHUS HAa TEPPUTOPUHU

KOHTPOJIMPYEMOI1 30HBI, B IIpeieax KoTopoil pa3merniaercst ooopynoanue MCII/IH.




7.2. B kadecTBe BHEIIHEr0 HAPYMIUTENS HWHPOPMAIMOHHON OE30MaCHOCTH, paccMaTpUBACTCSA
HapyIlINUTEIb, KOTOPBII HE MMEET HEIOCPEICTBEHHOIO [OCTYIIA K TEXHUYECKUM CpPEACTBaM H
pecypcaM CHCTEMBI, HAXOAAIIMMCS B Ipelernax KOHTponupyeMon 30HbI. [Ipenmomaraercs, 4o
BHEIIHUM HapylIUTeJb HE MOXET BO3JEHCTBOBAaTh Ha 3alllMINAeMyl0 HHPOPMALHUIO IO
TEXHUYECKMM KaHajlaM YTEYKM, Tak Kak o0beM HMH(OpManuu, XpaHuMoOH H oOpalOaThIBaeMOH B
UCIIdn, sBhsieTcs HEIOCTATOYHBIM JUIsi BO3MOXKHOM MOTHBAllMM BHEIIHETO HAPYLIUTENS K
OCYIIECTBICHUIO J€MCTBUH, HANpPABICHHBIX YTEUKYy HH(POPMALMU IO TEXHUYECKUM KaHajlaM
yreuku. [Ipeamnonaraercsi, 4To BHEHIIHMI HapyIIHUTENb MOXKET BO3ICHCTBOBATH HA 3aILUINACMYIO
MH(pOPMaLHIO TOJIBKO BO BpeMs €€ Iiepeiayut 110 KaHajlaM CBSI3H.

7.3. BO3MOXHOCTH BHYTPEHHEIO HAPYIIUTENS CYLIECTBEHHBIM 00pa3oM 3aBHUCST OT JAEUCTBYIOIINX
B IIpe/iesiaX KOHTPOIUPYEMOI 30HbBI OTPAaHUYUTEIBHBIX (DAKTOPOB, U3 KOTOPBIX OCHOBHBIM SIBJISICTCS
peanu3anus KOMIUIEKCa OpraHU3allMOHHO-TEXHUYECKUX Mep, B TOM HHClIEe @O0 Hoadopy,
paccTaHOBKE U OOECIIEYEHHIO BBICOKOH MNpodecCHOHATbHOW NOArOTOBKU KaJpoB, JOIYCKY
(GU3NYECKUX JHI BHYTPh KOHTPOJIUPYEMOH 30HBI M KOHTPOJIO 32 MOPSAKOM IPOBEICHHS PadoT,
HaIpaBJICHHBIX Ha MpPEIOTBpPALICHHE U NPECEUYeHHE HECAHKIMOHMPOBAHHOTO nocryna. Cucrema
pasrpannuenus pocryna UCIIJIH obecnieunBaeT pa3rpaHudeHue MpaB MoJIb30BaTeNel Ha TOCTYI K
MH(GOPMALMOHHBIM, [IPOrPaMMHBIM, annapaTHbIM U 1pyruM pecypcam HMCII/IH B cooTBeTCTBUU C
MPUHATON OJIUTUKON MH(POPMAIIMOHHOM 0€301acHOCTH (ITpaBUIIAMH).

K BHyTpeHHMM HapyIIUTEIAM MOT'YT OTHOCUTBCS:

- CUCTeMHBIN afMuHHUCTpaTop (kareropus I);

- mporpamMmucT (kareropus I1);

- nosb3oBarenu MCII/In (kareropus I1I);

- [10JIb30BATENH, SBJIIOIINECS BHEIIHUMH 10 OTHOLIEHUIO K KoHKpeTHoW AC (kareropus 1V);

- M1a, 00J1a1at01e BO3MOXKHOCTBIO IOCTyIa K CUCTEMe Mepelaun JaHHbIX (kateropus V);

- corpyanuku UII, umeromue caHKIMOHUPOBAHHBIN JOCTYI B CIyX eOHBIX LENIX B MOMELICHNUS, B
KoTophIX pazmematorcs sneMeHTsl MCII/IH, HO He uMeromue mpaBa AoCTyna K HUM (KaTeropus
VI);

- 00CIyKMBaIOIMMKA mepcoHasl (paOOTHUKM MHXKEHEPHO-TEXHUYECKUX CIYKO W T.1.) (Kareropus
VII);

- YIOJHOMOYEHHBIN nepcoHan paspadorunkoB MCII/IH, KOTOphIif Ha TOTOBOPHOIl OCHOBE MMEET
MpaBoO Ha TeXHUYeckoe oOcay)uBanue u moaudukanuio komnonentoB UCII/In (kareropus VIII).
Ha nun xateropuii I u Il BO31mokeHbI 3a1auu 0 aIMUHUCTPUPOBAHMIO TIPOTPaMMHO-AIAPaTHBIX
cpeactB u 0a3z nauHbix MCIIJIH Ui uHTerpanuu u oOecredyeHus: B3auMOJEHCTBHS Pa3IHUHBIX
noacucreM, Bxoaamux B coctaB UCIIJIH. AqMuHICTpaTOPBI MOTEHIIMAIBHO MOTYT PEaJIN30BbIBATh

yrpo3sl Wb, wucnonb3yss BO3MOXHOCTH TI0 HEMOCPEACTBEHHOMY JOCTYIy K 3allUIAeMOi



nHpopmanuu, obpadareiBaemoit u xpanumoi B UCII/IH, a Takke K TEXHHUYECKUM U MPOTPaMMHBIM
cpeactBam  MCII/IH, BkIowyas cpencTBa 3allUThl, HCIOJIb3yeMble B KOHKpeTHbIX AC, B
COOTBETCTBUU C YCTAaHOBJICHHBIMHM JUJII HUX AJMUHUCTPATUBHBIMU TOJHOMOYHUSMH. OTH JIMIA
XOpOIIIO 3HAKOMBI C OCHOBHBIMH QJITOPUTMAMHU, IIPOTOKOJIAMH, PEATM3YEMBIMHU U UCIOJIb3yEMbIMHU B
KOHKpeTHbIX nojcucreMax u MCIIJIlH B menom, a Takke C NPUMEHSIEMbIMH INPUHLHIIAMH H
KoHIenuusiMu Oe3onacHoctu. Ilpenmnonaraercs, 4To OHM MOINIM OBl MCIOJIB30BATH CTaHIIAPTHOE
obopyoBanue 00 ISl UACHTU(DHUKAIINY YSI3BUMOCTEH, OO0 s peanu3anuu yrpo3 Mb. JlanHoe
00opy/I0BaHUE MOXET ObITh, KaK YacTbIO IITATHBIX CPEACTB, TAK U MOKET OTHOCHUTHCS K JIETKO
nojiyqaeMomy (Hampumep, IporpaMMHOe oOecreueHue, MoayuYeHHOe U3 O0IIeTIOCTYTHBIX BHEITHUX
UCTOYHMKOB). Kpome Toro, mpeamonmaraercs, 4YTO OTH JIMIA MOIJIM OBl pacrojarath
CHEeLMATIM3UPOBAHHBIM 000PY10BAaHUEM.

K smuuam xareropuid 1 u Il BBuay ux uckmountensHoi ponu B MCII[H nomkeH mpuUMEHSAThCA
KOMIUIEKC OCOOBIX OpraHM3allMOHHO-PEXKHMHBIX MEp M0 HX MOAOOpY, MPUHATHIO Ha paboTy,
HA3HAYEHUIO HA JODKHOCTh M KOHTPOJIO BBINIOJIHEHUS (DYHKIMOHAIBHBIX OO0S3aHHOCTEH.
[Ipenmnonaraercs, uro B uncio gui kateropuid I u Il OyayT BkiIto4aThest TOJIBKO JOBEPEHHBIE JIMLIA
U MO3TOMY yKa3aHHbBIE JIMIA UCKIIIOYAIOTCS U3 YUCla BEpOATHBIX HapymwuTeneu. [Ipeanonaraercs,
yto juua kareropuil III-VIII oTtHOcATCS K BeposTHbIM HapywwutensMm. llpenmonaraercs, yTo
BO3MOXHOCTh ~ CrOBOpa  BHYTPEHHUX  HApYIIUTEJIEH  MaJOBEPOSITHA  BBUAY  IPUHSITHIX
OpPraHU3alMOHHBIX U KOHTPOJIIMPYIOLIUX MED.

7.4. B xaduecTBe OCHOBHBIX ypOBHEH 3HaHMI HapymuTeneid 00 AC MOXKHO BBIJIEIUTD CIIEIyIOIIHE:

- obmas uHbopMarus - uHGopMaluK 0 Ha3HaUEHUAX U 00X xapakrepuctukax UCII/IH;

- OKCIUTyaTallMOHHas MHQpopMmanus — WH(OpMalus, TMOJy4YeHHas U3 OKCIUTyaTallMOHHON
JIOKYMEHTAIHH;

- YyBCTBUTEIbHAS MHPOpMaLUs - HHPOpPMAIIHS, JOMONHSIOMIAS YKCIUTYaTallHOHHYI0 HHPOPMAIIHIO
00 UCIIn (Hampumep, cBeeHUs U3 MpoekTHOH nokymeHTanu UCII/H).

B wacTHOCTH, HApyIIUTENH MOXKET UMETH:

- JaHHBIE 00 OpraHu3anuu padOThl, CTPYKTYPE M UCIOJIb3YEMbIX TEXHUYECKUX, MPOTPAMMHBIX U
nporpamMmmHo-TexHuueckux cpeacrsax UCII/In;

- cBezieHus 00 nHpopmarmonHsix pecypcax UCIH:

- MOPSAJIOK W TpaBuja CO3JaHUs, XpaHEHUS U Tepefaud WHGOpMaluu, CTPYKTypa M CBOMCTBa
WH(POPMAITMOHHBIX TTOTOKOB;

- JaHHbIE 00 YS3BUMOCTSIX, BKJIIOYas JaHHBIE O HEJOKYMEHTHPOBAHHBIX (HEIEKIapUPOBAHHBIX)
BO3MOKHOCTSIX TEXHHUUECKHUX, TPOTPAMMHBIX U MporpaMmmMHo-TexHuueckux cpeacts UCII/IH;

- manHble 0 peanmn3oBaHHbIX B [IC3U mpuHIMNaX U anropuTMax;

- HCXOJHBIE TEKCTHI porpaMMHoro obecneuenus UCI/Ix;



- CBEJICHMS O BO3MOJKHBIX KaHalaxX pealn3aluu yrpos;
- nH(opManHo 0 cocodax peanu3aluy yrpos.

[Ipennomnaraercs, uyro yuna kareropuu III u kareropum IV BiageroT TOJIBKO 3KCIUTyaTallMOHHOM
uH(popmMale, 4To 00ecreurnBaeTCs OpraHu3alluoOHHbBIMU MepaMu. [Ipu sTom nuna kareropuu 1V
HE BJIAQJICIOT IMAPOJIbHOW, ayTeHTU(HIMpYIOMEH W KIIOYeBOM WHGOpMAIUEeH, HCIOIb3yeMO B
AWC, x KOTOpbIM OHM HE UMEIOT CAHKIMOHUPOBAHHOTrO jaoctyna. llpeamonaraercs, 4to auma
Kareropud V BIAACOT B TOM WIM HHOM 4YacTH 4YYBCTBUTEIBHOM M OKCIUIyaTallMOHHOU
nHpopMmanuerr o cucteme mnepenadd uHopmaruu W oOmed  wHbopmammein o6 AUC,
UCIOJIB3YIOIIUX 3Ty CHUCTEMY Iepenadd MHQPOpMAIUH, YTO 00eCreynBaeTCsl OpraHu3allioOHHBIMU
mepamu. [Ipu sTomM nmma kareropud V He BIAACIOT NApOJIbHOW W ayTEeHTU(DUIUPYIOIIEH
uHpopmanuel, ncrnoiaszyemoii B AUC.

IIpennonaraercsa, uro auua kareropun VI u juna kareropur VII mo ypoBHIO 3HaHMK HE
nmpeBocXoaT nuia kareropuu V. Ilpenmomaraercs, uyro nwuma kareropuun VIII obGnagaror
yyBcTBUTEIbHONU MHPOopManuein 06 UCII/Ix n pyHkumonansHo opueHTupoBaHHbiXx AVC, BKiItoyas
uHpopManuio 00  ySA3BUMOCTSAX  TEXHMYECKHMX MW mporpaMMmubeix  cpeacts  WCIIH.
Opranu3allMOHHBIMM MEpaMH IPEAIOJIaraeTcsi HUCKIIUUTh JaocTyn Jui kareropun VIII k
TEXHUYECKUM U nporpaMMmHbIM cpernctBaM MCII/IH B MOMEHT 00pabOTKHU ¢ MCTOIB30BAHUEM ITHX
CPEJICTB 3allHIaeMon nHPOpMaIUH.

Taxkum ob6pazom, Hanbosee unpopmupoBanHsiMu 00 AUC sBnsroTcst munia kateropuu Il u numa
kareropun VIII. CreneHp MHPOPMHUPOBAHHOCTH HAPYIINUTENsS 3aBUCUT OT MHOTHMX (AKTOpPOB,
BKJIIOYAsl PEAIM30BAHHBIE KOHKPETHBIE OPraHM3AllMOHHBIE MEPBbl U KOMIIETCHLMIO HAPYIIUTEIEH.
[ToaToMy OOBEKTMBHO OIIEHHTh OOBEM 3HAHMW BEPOSTHOIO HApYLIUTENs B OOILIEeM ciydae
MIPaKTUYECKH HEBO3MOXKHO.

B cBsi3M ¢ U3M0XKEHHBIM, C LIEJIBIO CO3/1aHUsl ONPEJEIIEHHOTO 3araca IpOYHOCTH IpeaIoaraercs,
YTO BEpOSATHBIE HApyIIUTeNnu oOjanatoT Bcell mHpopmanued, He0OXOIUMON Ui MOATOTOBKU U
peaM3aluy yrpo3s, 3a UCKIOYeHHEM MH(POpMalUU, JOCTYI K KOTOPOW CO CTOPOHBI HAPYIIUTEIS
UCKJIIOYaeTcss cucreMoil 3amuThl nHopmanmu. K Takoil uHpopmanuu, Hampumep, OTHOCHUTCS
napoJibHas, ayTeHTUQHUIMPYIOLIast U KIroueBast HHpopMarus.

7.5. llpenmonaraercs, 4TO HApYIIUTEIIb UMEET:

- anmnapaTtHbie KoMnoHeHThl C3I1/Jn u CO C3I1/1H;

- JIOCTymHblE B  CBOOOJHOM  TMpojake TEXHUYECKHE CpeAcTBa U MPOrpaMMHOE
o0ecrieyeHre;crenuaibHO pa3padoTaHHbIe TEXHUYECKHE CPECTBA U MMPOrpaMMHOE 0OecTiedeHue.
BHyTpeHHMII HapyIIMTENIb MOXET HCIOJIb30BaTh ILITaTHbIE cpeiacTBa. CocTaB HMEKOIUXCA Y
HapyLINTENs CPEJICTB, KOTOPbIE OH MOXET HCIIONb30BaTh sl peanu3aunu yrpo3 UMb, a taxxke

BO3MOXHOCTH IO WX NPUMCHCHHUIO 3aBUCAT OT MHOTI'HX (baKTOpOB, BKJIrO4Yas pCaiM30BaHHBIC Ha
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oobekrax UII mpennpuHuMaeT KOHKPETHbIE OpraHU3allMOHHBIE MEpPbI, (PUHAHCOBBIE BO3ZMOKHOCTH

Y KOMIIETeHIIUIO HapymuTesae. [103ToMy 00beKTUBHO OLICHUTH COCTAB UMEIOLIUXCS Y HAPYIIUTEIIS

CPEeACTB pealn3aluy yrpo3 B 00IIeM ciaydae NPaKTUIECKH HEBO3MOXKHO.

[TosTomy, miist cozpanus ycrounBor C3I1/{H npeanonaraercs, 4To BEpOSTHBIA HAPYLIUTEIb UMEET

BCE HEOOXOIUMBIEC ISl peaju3allid yrpo3 CPEeACTBa, BO3MOMXXHOCTH KOTOPBIX HE IMPEBOCXOMSAT

BO3MOYXHOCTH aHAJIOTUYHBIX CPEJICTB PealM3alliy yTPo3 Ha HH()OPMAIIHIO, CONEPIKAIIYIO CBEICHUS,

COCTABJISIIOIIME TOCYJAapCTBEHHYIO TaWHy, W TEXHUYECKHME U MPOTpaMMHBIE CpEJCTBA,

oOpabaTsiBaromue 3Ty nHdopmaiuoo. Bmecre ¢ TeM mpenmnonaraercs, YTo0 HapyUIUTENb HE UMEET:

- CPE/ICTB IIepexBaTa B TEXHUYECKUX KaHalaX yTEUKH;

- CPEACTB BO3CUCTBHSI Yepe3 CUTHANIbHEIC IeH (MH()OPMAIIMOHHBIC U YIIPABIISIONINE HHTEP(EIHCHI

CBT);

- CPEACTB BO3/ICUCTBUS HA UICTOYHUKH U Yepe3 LENU MUTaHNUS;

- CPEICTB BO3JICUCTBUS Yepe3 LIEH 323 MIICHUS;

- CPEIICTB aKTUBHOT'O BO3JICHCTBHSI HA TEXHHUYECKUE CPEACTBA (CPEICTB OOTyUeHUS).

[Ipennonaraercs, 4yro Haubojee COBEPUIEHHBIMU CPEACTBAMU pealM3aluy yrpo3 o0JajaroT JInla

kareropuu I u nmuua kareropun VIII.
8. Cmnoco0bl peanu3zanuu (BOSHUKHOBEHHS) YITP0o3 0€30MaCHOCTH NMEePCOHATbHBIX JAHHBIX

8.1. HapymuTenu MOTYyT HCIIOJIb30BaTh Pa3IMYHBIE CIIOCOOBI pealM3allid yrpo3 Oe30MacHOCTH
MEPCOHANIBHBIX JIAHHBIX, HAIIPUMEP, K HUM OTHOCSATCS: HCIIOJh30BAHHUE HE JEKIApUPOBAHHBIX
BO3MOXXHOCTEHl MpOrpaMMHOr0 00ecrnedeHHsl TeIeKOMMYHUKAIIMOHHOTO 000pYI0BaHMUS;
WCIONIb30BaHUE YSI3BUMOCTEH KOH(UTypaluu CHCTEMBI YIIpaBieHHs 0Oa3aMu JaHHBIX;
YCTAaHOBKA MPOTPAMMHBIX 3aKJIaJIOK B TEJIEKOMMYHHUKAIIMOHHOE O0OpY/IOBaHUE;, W3BIICUCHUE
ayTeHTHU(UKAITMOHHON HH(POPMAIIMK U3 TOCTOSHHOW MaMSATH HOCUTENs (MHBa3UBHBIA METOI);
BHEJPEHUE BPEIOHOCHOTO TMPOTPAMMHOIO OOECleUYeHHs; HUCIOIb30BaHUE YSI3BUMOCTEH
KOH(UTYpalMy CHCTEMBbI YIpaBieHus noctynoM kK APM monbp3oBaTens; HCIONb30BaHHUE
yS3BUMOCTEHN KO/a MPOrpaMMHOro oOecrieueHus: BeO-cepBepa; BHEAPEHUE BPEJOHOCHOTO KoJa
B BEO-TIPHIIOKEHUE; OMMUOOYHBIE JEUCTBUS B X0Je HacTpoiiku APM rnaBHoro Oyxranrepa u
IpyTHe.

8.2. [lepedueHb OCHOBHBIX TAKTHK U COOTBETCTBYIOIUX UM THUIIOBBIX TEXHHK, HCIIOIB3yEeMbIX IS
MTOCTPOCHUSI CIICHAPUEB peaTU3aIlii yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAaHHBIX MPUBEIICH B

Tabmuite HIxKe:

Ne TakTuka OCHOBHBIE TEXHUKH
T1 | Coop wundpopmamu o | T1.1. COop wunbopmanuu u3 NyOIUYHBIX HCTOUYHUKOB:
CUCTEMAX M CETAX opuianbHplii  callt  (caiftel)  opranuzanuu, CMU,

COLMaNbHBIE CeTH, (POTOOAHKH, CANTHI IOCTABIIMKOB,
TakTnueckass  3aja4a: | MaTepuasibl KOH(pEPEHIHHA
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HapyILIUTEIb CTPEMUTCS

MOJTYyYUTh T00YT0
TEXHUYECKYIO
nHpOpMaLn, KOTOpast
MOJKET 0Ka3aThbCs
OJIE3HOHU B Xoze
peanuzanuu yrpo3
0e30macHOCTH
uHpOpMaIU

T1.2. Coop uHpopMaIMK O MOIKIIOUYEHHBIX K IyOJIMYHBIM
CHCTEMaM U CETSIM YCTPOUCTBAX M MX CITy»0aX IMPH IMOMOIIH
MIOUCKOBBIX CHCTEM, BKIOYas cOOp KOH(MUTYpaLMOHHOM
UH(OpPMAIMK KOMIIOHEHTOB CUCTEM U CETeH, MPOrpaMMHOTO
o0ecneyeH sl CEpBUCOB U ITPUJIOKEHUH.

T1.3. IlaccuBHbIit cOoOp (mpociynuBaHue) WH(OpPMAIUU O
MNOJKIIOYEHHBIX K  CETH  YCTPOWCTBAX C  IEINBIO
UISHTU(UKAIIUN CETEBBIX CIyk0, TUIOB U Bepcuil 110 aTux
CIy’)kO W B HEKOTOPBIX CIydasiX - HJICHTH()PUKALMOHHOM
nH(GOpMallMU 0JIb30BaTENEH

T1.4. HanpaBineHHO€  CKaHUPOBAHHWE TpU  IIOMOIIHU
CHEIHAIN3UPOBAHHOTO MIPOrPaMMHOTO o0ecrniedeHus
MOJKIIIOYEHHBIX K CETH YCTPOMCTB C LIEIbI0 UACHTHU(DHUKAIINN
CETeBBIX CEPBUCOB, THUIOB U BEPCUH MPOrPaMMHOIO
o0OecrevyeHns ITUX CEPBUCOB, a TAKXKE C LEJIbIO MOJIy4YEHHUS
KOH(UTYpaIMOHHOM WH(GOpPMAllMd KOMIIOHEHTOB CHUCTEM U
ceTed, MTporpaMMHOrO  OOECleUeHUs  CEPBHCOB U
MIPUJIOKEHUHN.

T1.5. Coop uHpOpMammMU O TMOIH3OBATEIAX, YCTPOHCTBAX,
NPUIOXKEHUAX, a Takke c0op  KOH(PUTYpalMOHHOM
nH(OPMAIIUK KOMITOHEHTOB CUCTEM U CETEH, MPOTrPaMMHOTO
oOecrieueHHs CEpBUCOB U MPUIIOKEHUH IyTeM IIOUCKa U
OKCIUTyaTallui  YSI3BUMOCTEH TOJKIIIOUYEHHBIX K  CETH
YCTPOMCTB.

T1.6. Coop umHpOpMamMU O TMOIH3OBATEIAX, YCTPOMCTBAX,
NPUIIOKCHHUSX, aBTOPU3YEMBIX CEPBHCAMHU BBIYMCIIUTEIBHOM
ceTH, MyTeM rnepedopa.

[Ipumep: cOop wuHPOpPMAIIMK O TMOUYTOBBIX aJpecax MpH
nomoitnu directoryharvestattack Ha mouToBbI€ cepBepa.

T1.7. Co6op wuHbpopmauuu, npenocraBisemoir DNS
cepsucamy, Bkitouass DNS Hijacking.

T1.8. Co0op mHpOpManuu O MOIb30BATENE NPU MOCEIIEHUH
UM BeO-caiiTa, B TOM YHUCJI€ C UCIIOIh30BAHUEM YSI3BUMOCTEH
nporpaMMbl  Opay3epa M HaJCTpauBaeMbIX  MOIYyJeH
Opaysepa.

T1.9. C60op mHpopmManmuu O MOJIB3OBATENSIX, YCTPOWCTBAX,
NPUIOKEHUSAX TyTeM ToWcKa WH(GOpMAIM B MaMSITH,
¢aiinax, karanorax, 0a3ax AaHHBIX, IPOIIMBKAX YCTPOMCTB,
PETo3UTOPHSIX HCXOAHBIX KomoB I1O, BKitOYas TMOWCK
napoiieii B MCXOJHOM W XJIIMPOBAaHHOM  BUJE,
KpUNTOrpauuecKux KiIrouen.

[Ipumep: momydenue xsmieil maporneil u3 /etc/passwd wuiam
NOJTy4eHHe TMaposieil MO YMONYaHUIO ITyTeM OOpaTHOTO
WH)XKMHUPUHTA IPOIIMBKH YCTPOHCTBA.

T1.10. Kpaxa nudpoBbIX CepTH(PHUKATOB, BKIIOUYAS KpPaxy
buznyecKux TOKEHOB, 160 HEaBTOPU30BAHHOE
BBINMCBIBAHUE HOBBIX CEPTU(DUKATOB (BO3ZMOXKHO TIOCIHE
KOMITPOMETAIHN UH(PaCTPYKTYpHI JIOMEHHOTO
perucTparopa WINM aKKayHTa aJMHUHUCTPATOpa 30HBI Ha
CTOPOHE KEPTBbI)

T1.11. Coop uHpOpMAIMK O TOIH30BATENAX, YCTPONUCTBAX,
MPWIOKEHUAX, BHYTpEeHHEH HWHGOpPMAIMM O KOMIOHEHTaX
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CUCTEM M CeTed MyTeM MPHUMEHEHHUS COLUAIbHOU
WH)KEHEPUH, B TOM 4Hcie (PUIIMHTA.

T1.12. Cbop nuuHOW HIACHTU(UKATUOHHOW HH(POPMAIUU
(naeHTH(UKATOPHI TOIb30BaTENeH, YCTPOHCTB, HHPOpMAIHS
00 UICHTU(DHUKAITN II0JIb30BaTENEeH CepBUCaMHU,
NPUIOKEHUSMH, CPEACTBAMH yJIAJICHHOTO IOCTyHa), B TOM
qucae cOOp YKPaJACHHBIX JIMYHBIX JAHHBIX COTPYIHHKOB U
HNOAPSAYMKOB Ha CiIydail, €ciaM COTPYJHHKH/TIOAPSIIUKH
UCIIONIB3YIOT OJHU U TE K€ Iapoilud Ha paboTe W 3a ee
npeienamMH.

T1.13. Cbop wuupopmanmuu dYepe3 MOIyYEHHE IOCTyNa K
cucreMaM (pu3nYecKoi 6e30MacCHOCTH U BHCOHAOIIOACHUSL.

T1.14. Coop unpopmaruu yepes3 MOITy4eHUE KOHTPOJS Hal
JUYHBIMH  YCTPOWCTBAMM COTPYAHUKOB (cMapToHamH,
IUTAaHIIETaMH, HOYTOYKaMH) Ui CKpPBITOM MPOCIYIIKHA H
BHJICO(UKCAITUH.

T1.15. Ilouck u mokynka 0a3 JaHHBIX HJICHTU(DUKAIMOHHON
uH(popMaIuK, CKOMIIPOMETHPOBAHHBIX MApOJICH M KIFOYCH
Ha CIEIMATU3UPOBAHHBIX HEJICTAIbHBIX TUIOMIAIKAX.

T1.16. COop undopmanuu uepe3 MOIy4YeHHUE [OCTyHa K
0a3aM TaHHBIX PE3YIbTATOB MPOBEACHHBIX MHBEHTAPHU3ALIUMI,
peectpam ycrtaHoBieHHOro obopynoBanus u I10, nanHbIM
MIPOBEJCHHBIX AyJUTOB O€30MaCHOCTH, B TOM YHCIIE 4Yepes
MoJlydeHue  JocTyna K  TakuM  JIaHHBIM  4epe3
KOMITIPOMETAITMIO MOJPSITYUKOB M MTAPTHEPOB.

T1.17. ITaccuBHBIN cOOp M aHAIU3 JAHHBIX TCIEMETPHH IS
MOJYyYCHHUST WH(POPMALUU O TEXHOJIOTMYECKOM IpoIiecce,
TEXHOJIOTHYECKUX YCTaHOBKax, cuctemax u [IO Ha
HpeI[HpI/IﬂTI/IHX B aBTOMaTI/ISI/IPOBaHHI)IX cucremMax
VIPABJICHUSI TPOU3BOJCTBEHHBIMH M TEXHOJOTHUECKUMHU
HpOHeCCﬁMI/I, B TOM 4YHCJIC Ha KpI/ITI/I'-IeCKI/I Ba’XHBIX
00BEKTaX.

T1.18. C6op u aHanM3 JaHHBIX O MPOIIMBKAX YCTPOMCTB,
KOJIMYECTBE M MOAKIIOYEHWH  ITHX  YCTPOWCTB,
UCIOJIb3YEMBIX  IPOMBIIUIEHHBIX  MPOTOKONAX  JJIs
NOJy4YeHUs HUHPOPMALUU O TEXHOJOTMYECKOM Ipoliecce,
TEXHOJOTMYECKUX YyCTaHOBKaX, cucremax u IIO Ha
OPENIPUATHSIX B aBTOMAaTH3MPOBAHHBIX  CUCTEMax
YOpaBJI€HUS TPOU3BOACTBEHHBIMH M TEXHOJOTMYECKHUMHM
mpoueccamMM, B TOM 4YHCII€ Ha KPUTHYECKHM Ba)KHBIX
00BEKTAX.

T1.19. Coop u ananu3 crnenupuYECKUX I OTPACTH WIIH
TUMA TPEANPUATHS XAPAKTEPUCTUK  TEXHOJIOTUYECKOTO
mporiecca JUIs MOTydYeHHs] HHPOpPMaIMH 0 TeXHOJOTHIECKIX
ycTaHoBKax, cucremax u [0 Ha mnpeanpusTusx B
ABTOMATH3UPOBAHHBIX CUCTEMAX YHpaBJICHUA
MPOU3BOJICTBEHHBIMA U TEXHOJOTHYECKHMH IPOIIECCaMH, B
TOM YHMCJIC HA KPUTHYCCKHU BAXKHBIX o0BEKTaX.

T1.20. Texuuku KOHKYPEHTHOHU pa3Beaku u
MPOMBINIUICHHOTO IIMHAOHAXa g cOopa wHOpMauu o
TEXHOJOTMYECKOM IPOIIECCE, TEXHOJIOTMYECKUX YCTaHOBKAX,
cucreMax ¥ [10 Ha mpennpusATHSIX B aBTOMAaTH3WPOBAHHBIX
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CUCTEMAX yIpaBlIeHUs IIPOU3BOJCTBEHHBIMU u
TEXHOJIOTUYECKUMHU  IIpolleccaMHd, B TOM 4YHCIE€ Ha
KPUTHYECKH BaXKHBIX 00BEKTAX.

[Tpumeuanue 1: COop mHPOpMAIUM MOXKET BBITIOJHSITHCS C
UCIIOJIb30BaHWEM OJHON WM 0Oojiee W3 TEPEYUCIICHHBIX
BbIIIIE TEXHHUK, NIOKAa HAPYUIUTEIb HE MOJYYUT AOCTATOYHO
uHboOpMalUK I pealu3aluu  JPYrold TAaKTUKA B
IPOJOHKCHUH aTaKH.

T2

IToyuyenue
IIEPBOHAYAJILHOTO
JOCTyIIa K
KOMIIOHEHTaM CHCTEM U
ceTen

TakTuueckas 3ajaya:
HapylIUTENb, HAXOISICh
BHE HH(]PaACTPYKTypHI
CeTH WM  CHCTEMEI,
CTPEMHTCS MOJIYYUTh
JOCTyN K JIO00OMY Y31y
B UHQPACTPYKType H
HCIIOJIB30BaTh €ro  Kak
I1an1apM JUIST
NaJIbHEUIINX IEHCTBUH.

T2.1. Ucnonp30oBaHME BHEUIHUX CEPBUCOB OpraHU3allUd B
ceTsax myboauyHoro nocryna (MHTepHeT)

[Mpumepsr: 1) moctynm k BeO-cepBepy, pacloIOKCHHOMY B
CeTH OpraHu3aluu; 2) AOCTYyIN K UHTepdency 3IeKTpOHHOU
noutel  OutlookWebAccess (OWA) modtoBoro cepsepa
OpraHH3aIiy.

T2.2. Hcnonb3oBaHuWe YCTPOWCTB, JAaTYUKOB, CHUCTEM,
pPacrojOKEHHBIX Ha TMEepUMETpe WM BHE IEpUMETpa
(bU3HYECKON 3alIUThl 00BEKTa, JUIS TIOTYYSHUS TIEPBHUYHOTO
JOCTyNa K CHCTEMaM W KOMIIOHGHTaM BHYTPU 3TOTO
nepuMeTpa.

[Tpumepbr 1) moctym K JaTYukaM aBTOHOMHOW CHCTEMBI
JUCTAHIIMOHHOTO  KOHTPOJS  JaBJeHUS Traza  ydacTka
ra3onpoBoja; 2) JOCTYH K  yMHOMY  CYETYHKY,
pacrojOKEHHOMY Ha 4YacTHOM OOBEKTe, KaKk K 4YacTH
UHPPACTPYKTYPHI TIOCTABIIUKA JJIEKTPOIHEPTUH; 3) IOCTYII K
uHTepdeiicy ynpaBlieHUs KaMephl BHICOHAOIOACHHS Yepes3
ceTH OJMIKHETO AEHCTBHS.

T2.3. Dxcrutyaranus ysi3BUMOCTEH CeTeBOr0 000pyIOBaHUS
U CPEJCTB 3aIIUThl BHIYMCIUTENBHBIX CETEN AJIS MOJIy4YECHHUS
JIOCTYIIa K KOMIIOHEHTaM CHUCTEM M CeTeH IpU yIaJICHHOU
aTake.

ITpumep: 00X01 MEXKCETEBOro 3KpaHa IIyTEM AKCILTyaTallH
ySI3BUMOCTEH pean3aiiy npaBuil GUIbTPALIUH.

T2.4. Hcnonws3oBanue OMMOOK KOH(PUTYpaIlMK CETEBOTO
000pyZOBaHUSA W CPEACTB 3alUTHl, B TOM YHCIE CIa0bIX
Mmapoyjiel W mnapojied MO YMOJYAHWIO, JUISl TOJIyYEHHUS
JIOCTYNa K KOMIIOHEHTaM CHUCTEM M CeTed INpHU yJaJIeHHOU
aTake.

T2.5. Dkcrutyatanust ysa3BUMOCTEH KOMIIOHEHTOB CHCTEM U
ceTel IpH yJaln€HHOM WM JIOKAJIBHOW aTake.

ITpumepsr: 1) skcrutyaranust ys3BUMOCTeH BeO-cepBepa C
LIEJIBIO BBIITOJIHEHUS ITPOU3BOJIBHOIO KOJa B KOHTEKCTE 3TOTr0
cepBepa; 2) SKCIulyaTalMsl YSA3BHUMOCTEH ONEpallMOHHOU
CHUCTEMBbl YCTPOWCTBAa YEJIOBEKO-MalIMHHOIO HUHTepdeiica
ABTOMATU3UPOBAHHOW CHUCTEMBl YIPABIECHUA C LEJBIO
BHEJPEHUS CpPEICTB TMOJY4YEHHs] BBOJUMBIX Ha 3TOM
yCTpOHCTBE  mapojie  jmoctyma;  3)  SKCIUTyaTarus
ysI3BUMOCTEH Opay3epa BpEIOHOCHBIMH CKPHUIITaMU IpH
MIOCEILICHUHN 10JIb30BATEIIEM BpPEJOHOCHOT'O WU
CKOMIIPOMETHPOBAHHOT'O BeO-caiiTa.

T2.6. Hcnons3oBanne HE/I0KyMEHTHUPOBaHHBIX
BO3MOXHOCTEH IMPOrpaMMHOIO OOECHEeUeHHs] CEpPBUCOB,
NPUIIOKEHUH, 00OpYZOBaHMs, BKJIIOYAsl HCIIOJb30BaHHE
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OTJAaI0OYHBIX HMHTEp(ENcoB, MPOrpaMMHBIX, HPOTPAMMHO-
arnmnapaTHbIX 3aKIa0K.

T2.7. HWcnonb3oBaHWE€ B CHUCTEME BHEIIHUX HOCUTENIEH
uHpOpMaLUY, KOTOPbIE MOIVIM MOJKIIOYATHCA K JAPYIHMM
CUCTEMaM U OBITh 3apa)K€Hbl BPEIOHOCHBIM MPOTrPaMMHBIM
oOecrnieueHneM. B Tom uuncie napenue, noaMeHa Win MoIor
HocuTenell  umHboOpMamMM M BHEIIHUX  YCTPOICTB,
coJepXKallX BPEeIOHOCHOE MPOrpaMMHOE 0OecrieueHre Uiu
npeIHa3HAYSHHBIX U1 pealln3allui BPEIOHOCHBIX (DYHKITHIA.
IIpumepsr: 1) nepenada Quem-HOCUTENS B KOMILIEKTE
MaTepUajoB BBIE3JHOr0 MepornpusaTus; 2) noameHa USB-
ajanTtepa 0ecrpoBOJHON KJIaBUATYpbl CXOKUM BHEIIHE, HO
peanm3yomuM  QyHKIME cOopa W Mepesadyd  JIaHHBIX
YCTPONCTBOM.

T2.8. Ucnonp30BaHre METOJOB COLUAIBHON HH)KEHEPHUH, B
TOM 4YHcie (UIIMHTA, Ui TOJYYeHHUs IpaB JOCTyma K
KOMITIOHEHTaM CHCTEMBI.

T2.9. HecaHKIHOHMPOBAHHOE TOJKIIOYCHHE BHEIIHUX
YCTPOKCTB.

[IpuMep: HECAHKIMOHMPOBAHHOE IMOJIKIIOYCHHE TOYKH
nocryna Wi-Fi.

T2.10. HecaHKIMOHMPOBAHHBIA JOCTYN MyTeM moAdopa
VYETHBIX  JAHHBIX  COTPYAHUKA WM  JIETUTUMHOTO
nosp3oBareis (MeToJaMu MpsSMOro mepedopa, CIoBapHBIX
arak, Mapojied  MPOU3BOAUTENEH 1O  YMOJYaHUIO,
MCIIOJIb30BaHUsl OJIMHAKOBBIX MapoJied Al pa3HbIX YUETHBIX
3amuceid, NpUMeHeHus "payKHbIX" TaOJIHUI WK IPYTHMH).

T2.11. HecanknmonupoBaHHbIi JOCTYyIl IIyTeM
KOMITPOMETAITUHU YYETHBIX JTAHHBIX COTpYy/HHKA
OpraHu3ald, B TOM 4YHUCJE 4Yepe3 KOMIIPOMETAIHUIO
MHOTOKPAaTHO HCIIOJIB3YEMOTO B Pa3JIMYHBIX CHCTEMax
napostst (JUIs TUNYHBIX WK CITYXKEOHBIX HYXKT).

T2.12. HUcnonws3oBaHue g0CcTyna K CHCTEMaM U CETSM,
MPEAOCTAaBIEHHOIO CTOPOHHUM OPTaHM3allUsM, B TOM YHCIIE
yepe3 B3JIOM  HH(PACTPYKTypbl ITHUX  OpraHu3alui,
KOMITPOMETAIMIO JINYHOTO 000pYyAOBaHUSA COTPYJIHUKOB
CTOPOHHHUX OpTaHU3AINM, UCTIOIB3YEMOTO ISl IOCTYTIA.
[Ipumep: wucnonb3oBaHHWE [OCTYNAa TPETbEU TOBEPEHHOU
ctoponbl (moctaBmkn MT-yciayr, mnocTaBmMKHA —yCiIyT
0€30MacHOCTH).

T2.13. Peanuzanus ataky Tuma '"4eyoBeK mocepeauue’ mist
ocylIlecTBIIeHHs ocTymna, Hanpumep, NTLM/SMB Relaying
aTaKH.

T2.14. octyn myTeM SKCIUIyaTallud HEJAOCTAaTKOB CHUCTEM
OroMeTpuuecKol ayTeHTU(UKALINH.

[Ipumep: nemoHcTpauust Gpororpaduu A ayTeHTUDUKALUU
yepe3 PYHKIHUIO PacO3HABaHUS JIUIL.

[Ipumeuanue 2: [lomyueHne nocTymna MOMKET BBINOJIHATHCS B
HECKOJIbKO IIaroB C MCIOJIb30BAHHWEM OJHOM wim Oolee U3
IIEPEYNCICHHBIX BBIIIE TEXHHUK, IIOKa HApPYIIUTENIb HE
JIOCTUTHET LEJIeBOM CHCTeMBbl MM He OYyJeT BBIHYKICH
npUOErHYTh K APYTOi TAKTHKE JJIsl IPOJOJKEHUS aTakH.
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T3

Buenpenue u
HCITOJITHCHHE
BPEJIOHOCHOTO
MPOrPaMMHOIO
obecrneueHuUs B

CHUCTEMAX U CCTAX

TakTndueckas 3ajaya:
MOJYyYHUB JOCTYI K Y31y
CeTH WM  CHCTEMEI,
HApyLIUTEIb CTPEMUTCS
BHEAPUTH B ero
MIPOrPAMMHYO cpeny
WHCTPYMEHTAJIbHbIE
CpEACTBa,
HEOOXOUMBIE €My IUIs
TanbHEHIINX NEHCTBHI.

T3.1. ABTOMaTHyeCcKui 3alyCK CKPUITOB U HCIOJHSAEMBIX
GailioB B cucTEME C MCIOJb30BAaHMEM IMOJIb30BATEIbCKUX
WIM CHUCTEMHBIX YYETHBIX JAHHBIX, B TOM YHCJIE C
UCIOJIb30BAHUEM METOJIOB COLIMAJIbHOM MH)KEHEPUH.

T3.2. AxTuBauMsi U BBIIOJHEHHUE BPEAOHOCHOTO KOJA,
BHEJJPEHHOTO B BHUJIE 3aKJIAJIOK B JIESTUTUMHOE MPOTrPaMMHOE
U IPOrpaMMHOE-anapaTHoe 00eCIeYeHHE CUCTEM U CETEH.

T3.3. ABTomaTuueckas 3arpy3ka BpEIOHOCHOIO Koda C
YAAJIEHHOTO caliTa WM pecypca C MOCIEYIOLIMM 3allyCKOM
Ha BBINOJIHEHHUE.

T3.4. KonupoBaHue u 3allyCK CKpPUIITOB U HCIIOJIHAEMBIX

daitnioB  yepe3  cpeacTBa  yNaJCHHOrO  YIpaBJICHUSA
ONEPALIMOHHOMN CUCTEMOM U CEpBUCAMH.

T3.5. Dkcmiyaranmusa ya3BUMOCTEH THUNA  yAAJICHHOE
HCIIOJTHEHUE IIPOrPaMMHOTO KoJa (RCE,

Remotecodeexecution).

T3.6. ABTOMaTM4eckoe CO3/laHUE BPEAOHOCHBIX CKPHUIITOB
Opyd TIOMOIIM JOCTYIIHOTO WHCTPYMEHTapusi OT HMMEHH
MOJIb30BATENsl B CUCTEME C HCIOJIB30BAHUEM €ro yUYETHBIX
JTAHHBIX.

T3.7. Ilogpmena (aliloB JIETMTUMHBIX [POrpaMM U
OMOIMOTEK HEMOCPEACTBEHHO B cucTeMe. [Ipumedanue 3: B
TOM YHCIIE MOXET COYETaThCSI C TEXHUKOW KOMIPOMETAIHH
cepruduKaTa, HCIONB3YeMOro Juii LU(PPOBOM MHOANUCH
obpasa I10.

T3.8. IlogmeHa nErMTUMHBIX HporpaMM M OHOIMOTEK, a
TaKxke JETUTUMHBIX 0OHOBIICHUI POTrPaMMHOTO
o0ecrieyeHns, IMOCTaBISEMbIX MPOU3BOJIUTENIEM YAAJICHHO
4yepe3 CETH CBA3HM, B PENO3UTOPHUAX IOCTABIIMKA WIH IPU
nepeaaye yepes CETH CBA3H.

IIpumeuanue 4: B ToM 4nciie MOKET COUYETATHCS ¢ TEXHUKOU
KOMIIpOMETAallMM  cepTU(UKaTa,  HCIOIb3yeMOro  AJis
1 poBoii noanucu o6paza NPOrpaMMHOro 00eCIeUSHHMSL.

T3.9. IlogmeHa CCBUIOK Ha JIETUTHUMHBIE NPOTpamMMbl U
OMONMOTeKH, a TaK)Ke Ha JICTUTUMHBIC OOHOBJICHHUS
MIPOrPaMMHOTO obecrieueHus, ITOCTAaBIISIEMBIE
MPOU3BOIUTENIEM YJAICHHO Yepe3 CEeTH CBSA3M, MOJMEHa
uH(pOpPMAIMM O TaKUX OOHOBJICHUSX, BKJIIOYAs aTakh Ha
UH(PACTPYKTYpHBIE CEPBUCHI MOCTaBIIMKa (Takue kak DNS
hijacking), ataku Ha TPETHECTOPOHHHE PECYPCHI, aTakKu Ha
DIIEKTPOHHYIO TOYTY W JIpyrue CpeacTtBa oOMeHa
COOOIIEHUAMM.

[Ipumeuanue 5: B TOM 4uciae MOXKET COUETATHCS C TEXHUKON
KOMITPOMETAITMM  CepTHU(UKATA,  HCIOIB3yeMOTO IS
1 poBoii noanMcK 00paza NPOrpaMMHOro 00eCIeUSHHSL.

T3.10. [Togmena JTUCTpUOYTHBOB (YcTaHOBOYHBIX
KOMIIJIEKTOB) TNPOTpaMM Ha HOCUTENIAX WHGPOPMALUU HIH
00IIMX CETEBBIX pecypcax

[Ipumeuanue 6: B ToM 4ncie MOXKET COUETaThCs C TEXHUKOM
KOMIIPOMETAIIMA  CepTH(HKATa,  HCIOIB3yeMOTO  JUIS
1 poBoii noanMcu o0pasza NPOrpaMMHOro 00eCIeUSHHSL.

T3.11. Komnpomeraiusi ceprudukara, UCIOJIb3YEMOIo JJis
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mudpoBoii moxnucu obpaza 11O, Brioyas Kpaxy 3TOrO
ceprudukata y npousBoguress [10 nim nokynky KpaaeHoOro
cepTudUKaTa Ha HEJETAIbHBIX IUIOIIAJKaX B CETAX CBS3H
(T.H. "mapkBeO") W moANeNKy cepTudHUKaTa C IMOMOIIBIO
skcrutyaraun yszsumocteil 10, peanusyromero (yHKIHH
IeHEPUPOBAHUS KPUNTOrpapUUEcCKuX KiIroueil, XpaHeHus u
yrpaBieHus U POBBIMH cepTU(DUKATAMH.

T3.12. Kommpomerauusi CpeACTB CO3AaHUS MPOrPaMMHOTO
KO/Ia TIPWIOKEHUH B MHQPACTPYKTYpe pa3pabOTUMKa 3TUX
OPWIOKEHUH  (KOMIUJISTOPOB, JIMHKOBIIMKOB, CPEICTB
yIpaBJIE€HUs pa3paboTKoil) TUISL IIOCIIEAYIOILLETO
ABTOMATU3UPOBAHHOTO BHECEHUS H3MEHEHHIl B AITOT KO,
YCTAHABJIMBAEMbIM aBTOPHU30BAHHBIM I10JIH30BATEIEM Ha
1[EJIeBbIE IJISl HAPYIIUTENS] CHCTEMBI.

T3.13. Kommpomeranus CPEICTB cOopKH,
KOH(UTYpUPOBaHUS U Pa3BOPAUYMBAHUS IPOTPAMMHOTO KO/,
a TaKKe CPEACTB CO3/aHMs Y3KOCIEIHATU3UPOBAHHOTO KO
(k mpuMepy, KoJa IPOMBIIUICHHBIX KOHTPOJUIEPOB) B
UH(ppacTpyKType LIEJIEBOM CHCTEMBI T
ABTOMAaTU3UPOBAHHOTO BHECEHUS] M3MEHEHHH B ATOT KO/,
YCTaHaBHHBaCMBIﬁ ABTOPHU30BAHHBIM IIOJIB30BATCJICM Ha
IeJICBBIC ISl HAPYIIUTENS CHCTEMBI.

T3.14. [InanupoBaHue 3alycKa BPEJOHOCHBIX POrpamMmm Mpu
CTapTeé ONEPAallMOHHONM CHCTEMBl IIyTEM OJKCILTyaTalluH
CTaHJAPTHBIX MEXaHM3MOB, B TOM 4YHCIE IIyTEM NpPaBKH
KJIFOUCH peecTpa, OTBEYAIOIIUX 3a aBTOMATHYECKUH 3aITycK
porpaMM, 3aIycka BPeJOHOCHBIX IPOTPaMM KakK CEpPBHCOB U
T.IL.

T3.15. IlnanupoBaHHe 3amycka BpPEIOHOCHBIX MPOrpaMM
yepe3 IUIAHUPOBILMKOB 33/1a4 B ONEPAIMOHHOW cHCTeMe, a
TAaKXKEC C HCIOJIb30BAHMEM MCXAHU3MOB IIJIAHUPOBAHUS
BBITIOJIHEHUS B yJJAJIGHHON CHCTEME uepe3 yJaJleHHbIH BbI30B
npoucayp. BrmosHeHEe B KOHTEKCTE IJIaHUPOBIIWKA B PAAC
cllydaeB MO3BOJISIET aBTOPHU30BATh BPEIOHOCHOE
MporpaMmMHOC oOecrieueHre W ITOBBLICHUTH AOCTYIIHBIC €MY
IPUBUJIETHH.

T3.16. 3amyck BpEIOHOCHBIX MpPOTpamMM IpPU T[OMOILU
JIETUTUMHBIX, MOAMUCAHHBIX HHU(POBOM MOIMUCHIO YTHUIHUT
YCTaHOBKH TPWJIOKEHUH M CPEICTB 3aIlyCKa CKPHUITOB (T.H.
TE€XHUKa MPOKCHUPOBAHHUS 3aIlyCKa), a TaKXKe 4epe3 CpeicTBa
3alycka  KojJa  dJeMeHToB  ympaBieHus — ActiveX,
KOMIIOHEHTOB ~ (puiIbTpoB  (KOAEKOB) W KOMIIOHEHTOB
oubnunorex DLL.

[Tpumepsr: 1) 3anyck MSI-¢aiinoB B onepaniMoHHO# cucTeme
Windows npu moMomm yTHIMTBI msiexec; 2) UCTIOIb30BaHNE
ytiiuT Regsvr32.exe (MicrosoftWindowsRegisterServer) u
odbcconf.exe I NPOKCHPOBAHUS WCIIOMHEHHS  KOJIA
oubmmorek dll B omepaumonHoit cucreme Windows
MIOCPEJICTBOM BHECEHHUSI N3MEHEHHI B PEECTP OTEPAIIMOHHBIX
CHCTEM.

[Ipumeuanue 7: BHeapeHue M UCHOIHEHHE BPEIOHOCHOTO
IPOTPAaMMHOT0 O00ECIEYEeHUsI B CHUCTEMaxX M CETAX MOXKeT
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BBITIOJIHSITHCSL B HECKOJIBKO IIaroB ¢ UCIOJIb30BAaHUEM OHOU
win 0Oojee U3 TEPEYUCIICHHBIX BBIIIE TEXHHUK, IIOKa
HApYIINTENh HE JOCTUTHET IEJICBOM CUCTEMBl WK HE Oyjaer
BBIHYKJICH MPUOETHYTh K IPYTOM TaKTHKE ISl TPOAOIKEHUS
aTaku.

T4 | 3akpemieHue T4.1. HecaHKUMOHMPOBAHHOE CO3/JaHUE YYETHBIX 3aIUCeH

(coxpaHeHue 10CTyIa) B | WM KPaka CyLIECTBYIOIIUX YUETHBIX JaHHbIX.
CUCTEME WJIN CCTH T4.2. Hcnonb3oBaHuE€ IUTATHBIX CPEJACTB  YJIAJICHHOTO
JI0CTyIIa U YIPaBJIEHUS OlEPallMOHHON CUCTEMBI.
Taktudeckas  3ajgada:
noJIy4uB goctym K y3iy | T4.3. CkpelTasd yCTaHOBKa M 3allyCK CPEICTB yIAJIEHHOIO
CeTM ¢ IIOMOIIBIO | OCTYyIa U YIPaBJIEHUS OlEPAllMOHHON CUCTEMBI.
HEKOTOpOM BHecenne u3MeHeHM B KOHQUIYpalMld U  COCTaB
[1OCJIEI0BATEIHLHOCTH IPOrpaMMHBIX M [POrpPaMMHO-ANNapaTHBIX  CPEJCTB
JEUCTBHH, HAPYIIUTEIh | ATAKYEMOM CHCTEMBI UM CETH, BCIEACTBHE YETO CTAHOBUTCS
CTPEMHTCS  YIPOCTHUTH | BO3MOXKEH MHOTOKDPATHBIH 3aIlyCK BPEJJOHOCHOTO KOJIa.
cebe noBTopHOoe | T4.4. MackupoBaHue TOJKIIOYEHHBIX YCTPOWCTB IOJ
MOJyYeHHE JIOCTyNa K | JETUTHMHbIE (HAaIpuUMep, HAHECEHUE KOPIOPATUBHOIO
3TOMY y3]ly, €CIH OH | JOIOTHIA, WHBEHTAapHOIO HOMepa, TenedoHa CiIyKObl
emy BITOCJIC/ICTBUY | IIOAJIEPHKKH).
MIOHa100UTCS T4.5. BHeceHune COOTBETCTBYIOLIMX 3alllCE B peecTp,
(Hampumep, aBTO3arpy3Ky, IUIAHWPOBUIMKH 3aJlaHHi, 00ECIIeYMBAIOIINX
YCTaHABJIMBAET 3allyCK BPEJOHOCHOTO MPOTrPaMMHOIO OOecnedeHus: Mpu
CpPEICTBAa  YNAJCHHOIO | Iepe3arpy3ke CUCTEMbI WM CETH.
yIpaBIICHUSA y3iom, | T4.6. Kommnpomeranust INPOILIMBOK  YCTPOMCTB c
U3MEHSET  HACTPOMKH | HCIOJB30BAHUEM  YSI3BUMOCTEH WIM  [POrpaMMHO-
CPEACTB  3allUTBl M | anmapaTHbIX 3aKJaJoK, K TPHUMEpY, BHEIPEHHE HOBBIX
IpyTrHue OeUCTBUS) ¢yuxmuiit B BIOS (UEFI), koMmpomerarusi HpOLIMBOK
JKECTKUX JIMCKOB.
T4.7. Pe3epBHOE KONMPOBAHHWE BPEAOHOCHOIO KoJa B
o0rnacTsX, peAKo MOJBEpraeMbIX IPOBEPKE, B TOM 4YHCIIE
3apa’keHHe pPe3epBHBIX KOMUN JTAaHHBIX, COXpaHEHHEe 00pa30B
B HEPa3MEUEHHBIX O00JIACTAX JKECTKUX JIUCKOB M CMEHHBIX
HOCHUTEIEH.
[Ipumeuanue 8: 3akperuieHwe (CoxpaHEHHE JIOCTyNa B
CHCTEME) MOXET MPOU3BOIUTHCS C UCIOIb30BAHUEM OJIHOM
wiu 0oJiee U3 NepeYrCIECHHBIX BbIIIE TEXHUK.

TS5 | Yupasinenue T5.1. VYpaneHHoe ympaBleHHE 4Yepe3  CTaHAAPTHBIE
BPEJOHOCHBIM nporokonsl  (Hampumep, RDP, SSH), a  Ttaxxe
IIPOrpaMMHBIM UCMOJIb30BaHUE HHQPPACTPYKTYphl IPOBANIEPOB CPENCTB
o0OecnieueHneM M (WIM) | yAaJE€HHOrO aJMUHUCTpUpoBaHus. [Ipumep: ucnonb3oBaHue
KOMITOHEHTAMH, K | CpeACcTB ynaneHHoro ympasieHus RMS/teamviewer s
KOTOpbIM paHee ObuUI | cO3/IaHus KaHaja CBSI3H u yIpaBleHUs
MIOJIyY€EH JOCTYM CKOMIIPOMETHUPOBAHHOM CUCTEMOM co CTOPOHBI

3JI0YMBIIIJICHHUKOB.
Taktnueckas  3amava: | T5.2. Vcronp3oBaHME INTAaTHBIX CPEACTB  YAAJEHHOTO
BHEJPUB  BPEIOHOCHOE | IOCTYIA U YIIPABJICHUS ONEPAL[MOHHON CUCTEMBI.
HPOTPaMMHOC T5.3. KoMmmyHHMKanus ¢ BHEIMIHUMH CEPBEPAMH YIIPaBJICHHS
olecrieueHue WA | yepe3 XOPOIIO W3BECTHBIE NOPTHI HAa OSTHX CepBepax,
00€eCTIeYNBIIOCTOSHHOE

IIPUCYTCTBUE Ha Y3

paspelieHHble Ha MexceTeBoM skpane (SMTP/25, HTTP/80,
HTTPS/443 u np.).
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CeTH,
CTPEMUTCS
ABTOMATHU3HPOBATH
yIpaBlieHUuE
BHEJPCHHBIMHU
MHCTPYMEHTAJIbHBIMU
CpeICTBaMH,
OpraHu30BaB
B3aUMOJICVCTBHUS
CKOMIIPOMETHPOBAHHBIM
y3JIOM H  CEpBEpOM
YOpaBlIEHUs, KOTOPBIi
MOXET OBITh pa3MelIcH
B cetu MHTepHeT uiu B

UHPPACTPYKTYpE
OpraHH3aLuu

HapyILINUTEIb

T5.4. KomMmyHuKanys ¢ BHEIIHUMHU CEPBEPAMU YIIpaBJICHUS
yepe3 HECTaHJapTHbIE MOPTHl Ha AITUX CEpBEpax, 4YTO B
HEKOTOpBIX  Clly4asX  IO3BOJISIET  O3KCILIyaTHPOBATH
YSI3BUMOCTH CPEJCTB CETE€BOM (PHIbTpalK A 00X0Aa 3TUX
CPEICTB.

T5.5. YnpaBnenue yepe3 ChbeMHbIE HOCUTEIU, B YaCTHOCTH,
nepeaaya KOMaH/{ yIpaBJieHUs MEXIY
CKOMIIPOMETUPOBAHHBIMM ~ M30JMPOBAHHOW CHCTEMOW H
MOJKIIFOYEHHOM K HMHTepHeT cucTteMol uepe3 HOCUTEIU
uH(MOpMalIKH, UCIOIb3yeMble Ha 00EUX CHCTEMaX.

T5.6. IlpokcupoBanue  Tpaduka  ympaBieHUS  JUIS
MacCKHUPOBKHU IOJO3PUTEIBHON CETEBOM aKTMBHOCTH, 00X0/a
NpaBUI Ha MEXCETEBOM DJKpaHE M COKPBITHS aJIPecoB
MHOQPACTPYKTYpbl HapyliuTesed, AyOIupoBaHHE KaHAJIOB
cBsi3u, oOdyckammst u pasznenenue Tpaduka ynpaBJIeHUS BO
nuz0exaHne 0OHapy KeHusl.

[Ipumepsr: 1) HCHOIB30BaHUE CKOMIIPOMETHPOBAHHBIX
CUCTEM B TOH e ceTd, Ui KOTOphIX HpaBwiamMu MO
paspernieH goctyn B IHTEpHET, B Ka4eCTBE MPOKCH CEPBEPOB;
2) wucnonb3oBaHue UHPpacTpykTypsl cetu TOR s
MIPOKCHUPOBAHUSI 3alpoOCOB K CEpBEpaM yIpaBlieHus; 3)
UCIOJIb30BAaHUE OJHOI0 KOMMYHHUKAI[MOHHOI'O IPOTOKOJIA
JUISL 3aI1poca, U IPYTOro - JUIsl OTBETa Ha 3aIpoc.

T5.7. TynnenupoBanue Tpaduka ynpasiaeHus uepe3 VPN.

T5.8. TyuuenmupoBanue Tpaduka ynpaBiIeHHS B OIS
3aMOJIHEHUS U JIaHHBIX CIYKEOHBIX MPOTOKOJIOB, K IPUMEPY,
TYHHEIMPOBAaHUE TpaduKa YHpaBICHUS B OIS JTAHHBIX H
3anosHeHus npotokojoB DNS, ICMP unu npyrue.

T5.9. Vmnpasnenue uyepe3 MNOAKIIOUYEHHBIE YCTPOMCTBA,
pean3yrolue TOMOIHUTEIbHBIM KaHajl CBS3U C BHELIHMMHU
CUCTEMaMH HIJIIN MCKOY CKOMITPOMECTUPOBAHHBIMHU
CHUCTEMAMH B CETH.

T5.10. Ucnnonb3oBanue cpeacts o0dyckanuu, mudpoBaHus,
cTeraHorpaguu Juis COKphITUS TpapuKa yIpaBIeHHUs.

T5.11. Ilepenadya koMaH] ynpaBiieHUsS Yepe3 HECTaHIApTHO
UHTEpIpPETHPYEMble TUIIOBBIE ONEpalty, K IpUMepy, MyTeM
BBHITIOJIHEHUS] KONHMPOBaHUs (Qailyla 1o  pa3pemeHHOMY
npotokony (FTP wim mnonoOHoMy), myTeMm yHpaBieHHS
pa3ienseMbIMH CETEBBIMH pecypcaMu 1o npotokony SMB u
T.IL.

T5.12. Tlepenaua xomaHj yIpaBlieHHs depe3 MyOIMKaluio
Ha BHEIIHEM JIETUTUMHOM CEpBUCE, TaKOM KakK BeO-cailt,
001ayHbIi pecype, pecypc B COLMATIbHOM CETH U T.II.

T5.13. JluHamudeckoe U3MEHEHHE aJpecOB CEPBEPOB
yIpaBieHUs, HICHTU(UKATOPOB BHEIIHUX CEPBUCOB, Ha
KOTOPBIX Hy6J'II/IKYIOTCSI KOMaHIbl YIPpaBJICHUA, W T.II. II0
M3BECTHOMY JITOPUTMY BO M30€kaHHe 00OHApYKEHHSL.

[Ipumeuanue 9: YnpasneHue BpeIOHOCHBIM MPOrPAMMHBIM
oOecrieyeHHeM U (WJIKM) KOMIIOHEHTaMH, K KOTOPBIM paHee
ObUT MOJTyYEH JOCTYII, MOXKET MPOU3BOJUTHCS HAPYLIUTEIEM
C HCIIOJIb30BAaHUEM OJIHOM WM OoJiee M3 IMEpPEeYMCICHHBIX
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BBIIIIE TEXHUK I YHPaBICHUS TPYAHOJIOCTYIHBIMU
KOMIOHEHTAMHM WJIM [JI pEeAM3alli PE3EPBHBIX KAaHAJIOB
yIpaBJeHHUSI.

T6 | IloBrlmieHHE T6.1. TlomydyeHwe HaHHBIX JJIs AyTCHTH(UKAIUH |

IIPUBUIIET U II0 | aBTOpHU3alMd OT HMEHM IPUBWICTUPOBAHHOW YYETHOU
JOCTYIy K | 3alUCH TIyTeM IIOMCKa ITUX JaHHBIX B Tamkax W (aitnax,

KOMITOHEHTAM CHUCTEM U
ceTen

TakTndueckas
MOJIyYUB
MEepBOHAYAIIBHBIN
JOCTYIl K y3ly C
MPUBUJIECTUSIMU,
HEI0CTATOYHBIMU
COBEpILEHUS]  HYXKHBIX
eMy JICUCTBUH,
HapyLIUTENb CTPEMUTCS
MOBBICUTH TOJTY4YEHHBIE
MPUBUIIETUHI n
MOJTYYUTh KOHTPOJIb HaJ]
y3JI0M

3aJayda.

JJIA

NOWCKAa B MaMATH WIM TIlepexBaTa B CETEBOM Tpaduke.
JlanHble 171 aBTOPHU3aLUM BKJIIOYAIOT MAPOJIH, X3UI-CyMMBI
apoJien, TOKEHBI, UACHTU(PHUKATOPHI ceccuy,
KpUNTOrpaguuecKue K04, HO HE OTPaHUYMBAIOTCS UMHU.

T6.2. Tlombop maponst wid JApPYyro WHPOPMAIUU IS
ayTeHTH(HUKAIUU OT MMEHH IMPHBHICTUPOBAHHON YYETHOU
3aIuCH.

T6.3 Oxkcruyaranua ysazBumocteid [IO0 K MNOBBIIEHUIO
IIPUBHIICT U,

[Ipumep: osKkcmimyaranus ysS3BUMOCTH JApaiiBepa CIIyKObI
nevyaTH, MO3BOJISIIONICH BBIMOJHUTH KOJ C MPUBHICTUAMHU
CUCTEMHOM YYEeTHOW 3amucH, 4Yepe3 JOCTyll K JTOMY

IpaiiBepy W3 TMPWIOKEHHUS, 3alyHIeHHOTO OT HMEHH
HENPHBHUIIETHPOBAHHOTO MOJIH30BATEIIS.
T6.4. Okcmtyaranus ySI3BUMOCTEH MeXaHu3Ma

UMIIEpCOHAIMM (3allycka oIepanuil B CUCTEME OT HMEHHU
JIpyroil yu4eTHO! 3arucu).

[Ipumep: skcrTyaTanus ys3BUMOCTH IUTaTHOTO MEXaHHU3Ma
MMIIEpCOHALMH, PEAIM3YEMOT0 ONIEPALMOHHON CUCTEMOM.

T6.5. Manunynsnuu ¢ uACHTU(PUKATOPOM CECCUU, TOKEHOM
JIOCTyIla WM MHBIM MapaMeTpoM, ONpPENEISIIOIIMM IIpaBa U
MIOJTHOMOYHS TOJIb30BATENs B CHCTEME TaKMM 00pa3oM, 4TO
HOBBII WM W3MEHEHHBIH HJIEHTU(PHUKATOP/TOKEH/IapamMmeTp
AT BO3MOXXHOCTb  BBIIIOJIHEHUSI pAHEE HENOCTYIIHBIX
IIOJIB30BATENI0 ONEPALIAI.

[Tpumep: kpaxa U moanenka cookie ceccuu Ui MOTyYEHHS
aBTOPU30BAHHOTO JOCTyna K BeOMHTepdeiicy ympaBlieHus
CETEBOI0 YCTPOUCTBA.

T6.6. O6x0oA TMOMUTUKH OTPAHUYUEHHUS T0JIH30BATEIHCKUX
VUeTHBIX 3aluceil B BBIOJHEHWU TPYII OIEpaluii,
TPEeOYIONINX MPUBIICTHPOBAHHOTO PEKUMA.

ITpumep: o06xon UserAccountControl B omnepannoHHOM
cucreme Windows.

T6.7. Hcnonp3oBaHHe  ySI3BUMOCTeH  KOH(Urypauuu
CUCTEMBI, CIyX0 U TNPWIOKEHHH, B TOM 4YHUCIE
IIPEIBAPUTEIILHO CKOH(UTYpPUPOBAHHBIX npodueit
IPUBWIETUPOBAHHBIX  IOJIb30BaTeNell,  aBTOMATUYECKU
3aIyCKaeMBbIX oT UMEHU IPUBWJIETMPOBAHHBIX
M0JIb30BATENEeH  CKPUITOB,IPIIIOKEHUH U DK3EMIUISIPOB
OKpYXXEHHUS, MIO3BOJISIIOIINX BpPEAOHOCHOMY I1O

BBITTOJTHSATHCS C TIOBBIIIEHHBIMU TPHBHIICTASIMHU.
ITpumepsr: 1) ucnonb3oBanue mnpodpuneir PowerShell s
3akperuieHus: BpeaqoHocHoro I1O B cucrteme W BBITOJTHEHUS
sroro IO ¢ TOBBIIIEHHBIMH  TNPHUBWIETHUAMH;  2)
KOH(HUTypamusi KOMaH/Ibl Iepexoa B MPUBUICTHPOBAHHBINA
pexxuM  sudo, TpuW  KOTOPOM  YCHEIIHBIA  pe3yJbTar
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BBIIIOJIHEHUSI 3TOM KOMaHAbI HAa HEKOTOpOe  BpeMs
KOLIUPYETCsl, 4YTO NpPHU OIpeNeJeHHbIX OOCTOATEIhCTBAX
MOXET OBITh HCIIOJIb30BAaHO BPEAOHOCHBIM KOJOM  JUIS
BBIMIOJTHEHUS] TPUBWJIETUPOBAHHBIX OMNEpaluid B TEYCHHE
3TOr0 BpPEMEHH; 3) TMapaMeTpbl HCIOJHEHHUs (aiiioB
(ImageFileExecutionOptions, IFEO), TTO3BOJISIOIIHE
NEPeKII0YaTh HUCIONHEHUEe (aiijloB B PEXHUM OTIAJKH,
BBIMIOJHASL ~ BPEJOHOCHBIE  MPWIOKEHHUS  [OA  BUAOM
OTJaYMKOB M CPEJICTB MOHUTOPHMHIA, YTO MO3BOJSET MM
OTKJIFOYATh CUCTEMHbIE MPUIIOKEHUS M CPEICTBA 3ALUTHI.

T6.8.  DOxcrmyaranusi  ysS3BUMOCTEH,  CBS3aHHBIX  C
OTJEJIbHBIM, U BEPOSATHO MEHEE CTPOTMM KOHTPOJIEM JIOCTYTIA
K HEKOTOpPBIM pecypcaM (Hampumep, K ¢ailioBoil cucreme)
JUIS HEPUBWIETMPOBAHHBIX YUETHBIX 3aIIUCEH.

[lpumep: mnoamena Ha Aucke OWHAPHBIX (AMIOB WM
CKpUIITOB,  IpPEIHA3HAYCHHBIX  JUIsI  MCIIOJIHEHUA B
IIPUBUJIETUPOBAHHOM KOHTEKCTE, IIPUIIOKEHUEM,

HUCITOJIHAOIUMCS B HCIIPUBUJIICTHPOBAHHOM KOHTCKCTC.

T6.9. Oxcrnyaranusi ysS3BUMOCTEH CpPEICTB OIPaHUYEHHUS
CpeIbl UCIIONHEHUS (BUPTyalbHbIE MAIIUHBI, MIECOUYHULBI U
T.I1.) JUIS KCIIOJIHEHUS KOJ1a BHE 3TOM CpPEIbl.

[Ipumep: skcmimyaranus ys3BUMOCTH 00paboTku Oydepa
JAHHBIX B paMKaX IMECOYHHIIBI, peaTn3yeMoi Opay3epoM JUIst
orpaHuueHusi pabotel MoOuibHOro koma (Javascript), c
MOCJIEIYIOIUM BBIITOJHEHHEM KO/Ia B KOHTEKCTE Ipolecca
Opaysepa.

[Ipumeuanue 10: IloBblieHHe NpUBHIETHA MO JOCTYMY K
KOMIIOHEHTaM CHUCTEM M CETeH MOXET IPOU3BOJUTHCA C
UCMOJNb30BAaHUEM OJHOM MM Oojee U3 IEepEeYHCICHHBIX
BBIIIE TEXHMK, IIOKa HApPYyLIUTENb HE IOJIYYUT JOCTATOYHO
NPUBMJIIETUM I pealin3aluuu  JAPYrod  TakTUKA B
IIPOJOJDKEHUH aTaKH.

T7

CokpbITHE JEHCTBUM |

MIPUMEHSAEMbIX npu
3TOM CpEICTB oT
oOHapyKeHUs
TakTuueckas  3agada:
HapyIIUTEb CTPEMUTCS
3aTpyIHUTH
MIPUMEHEHHE Mep
3amuTel  MHGOpMAIUH,
KOTOpBIE CIIOCOOHBI
rnoMeniaTh ero
JNEUCTBUSAM 1581051

OOHApYXUTh UX

T7.1. Wcnonb3oBaHWE HapyIIUTEIEM WJIA BPEIOHOCHOU
1aT(OpMON ITATHBIX UHCTPYMEHTOB aIMUHUCTPUPOBAHHUS,
YTUWINT W CEPBUCOB OINEPALMOHHON CHCTEMBI, CTOPOHHUX
YTWINT, B TOM YHCJIE€ JBOMHOTO Ha3HAYECHMUSI.

T7.2. Ouuctka/3aTupaHue HCTOPUM KOMAHJ U KYpHAJIOB
perucTpanuy, TIepeHanpaBiIeHue 3anucell B IKypHaJbI
peTucTpanyy, MepenoTHeHne NCTOPHHA KOMaH/ U JKypHAJIOB

perucrpanuu, 3aTpyJHEHME JOCTyna K  JKypHajam
PETUCTpAIH Il aBTOPH30BAHHBIX MOJIb30BATEIICH.

T7.3. VYnanenue  daiinos, mnepenucsiBanue  (aiiaos
NPOU3BOJILHBIMU ~ JTaHHBIMH, (OpMATHPOBAHUE CHEMHBIX
HOCHUTEJIEH.

T7.4. OTkiIO4YeHHWEe  CpEeACTB  3allUThl  OT  yrpo3

MH(POPMALIMOHHOM O€30MacCHOCTH, B TOM YHCIE CPEJICTB
AQHTUBHUPYCHOM 3alllMTBI, MEXAHU3MOB ayJINTa, KOHCOJIEU
Omeparopa MOHUTOPUHIA U CPEACTB 3ALUUTHI IPYTUX TUIIOB.

T7.5. OtTknrodyeHne CUCTEM M CPEICTB MOHUTOPHHIA U
3aIUTHI OT YIPO3 MPOMBIIIUICHHON, (PU3HUECKOM, TIOKaPHOM,
HKOJIOTUYECKOM, paalliOHHON 0e30MacHOCTH, UHBIX BUIIOB
0€30IaCHOCTH aBTOMATH3MPOBAHHOM CHUCTEMBI YIpaBJICHUS
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TEXHOJIOTUUYCCKNUMHU nponeccamu n yYHpaBJIsICMOr'o
(KoHTpOIMpPYEeMOoro) o0beKTa u (MJIn) mporiecca.

T7.6. llonnenka qaHHBIX BBIBOJIA CPEACTB 3AIUTHI OT YIpo3
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.

T7.7. llomnenka JOaHHBIX TEJIEMETPHUM, JAHHBIX BBIBOJA
aBTOMAaTHU3UPOBAHHBIX CUCTEM YIIPABJICHUS, JAHHBIX CHCTEM
M CpEICTB  MOHUTOPUHTa ¥  3allUTBl OT  yIrpo3
MPOMBIIIICHHOM, (YU3UYECKOM, MOKAPHOU, IKOJIOTHYECKOM,
paauanuoOHHONW OE€30MacHOCTH, MHBIX BHJIOB O€30MACHOCTH
aBTOMAaTHU3UPOBAHHON CHCTEMBI yYIpaBJICHUS
TEXHOJOTHYECKUMU npoieccamu u YIPABIISIEMOTO
(koHTpOIMpPYEeMOro) oObekTa W (W) mpolecca, JaHHBIX
BUJICOHAOIIOACHUS U JPYTUX BU3YaIbHO WJIM aBTOMATUYECKH
WHTEPIPETHPYEMBIX JTaHHBIX.

T7.8. BpinmonHeHue artaku oOTKaza B OOCIY)KMBAaHUU Ha
OCHOBHBIE M pE3epBHbIE KaHaJbl CBA3HM, KOTOpPbIE MOTYT
UCIIOJIb30BAThCS s JOCTaBKU cooOmieHui 0
HEpabOTOCHOCOOHOCTH CUCTEM WJIM UX KOMIIOHEHTOB WMJIM O
JPYIUX OpU3HaKaX aTaku.

T7.9. TIlognucanue Koma, BKJIOYas  HCHOJIb30BaHHUE
CKOMIIPOMETHUPOBAHHBIX  CEPTH(PHUKATOB  aBTOPUTETHBIX
npousBoauteneit IO s  noamucaHusi BPEIOHOCHBIX
IIPOTrPaMMHBIX MOZYJIEH.

[Ipumevanue 11: CoueraeTcss ¢ TEXHUKOW KOMIIPOMETAIIMHU
ceprudukaTa, HUCHOIB3yeMOro s IUGPOBON IMOANHCH
obpasza I10.

T7.10. Buenpenue BpEIOHOCHOTO KOJia B JOBEPCHHBIC
IpOIeCChl OMEpalMOHHOM CHCTEMBbl U JApYrHe OOBEKTHI,
KOTOPBIC HE IMOABCPTarOTCA aHAJIM3y Ha HAJIWMYHUEC TaKOI'O
KOJa, JUIS IPEIOTBPAIleHUs] OOHAPYKEHHUSL.

T7.11. Moaudpukauus Moxyied U KOHPUTYypaluu
BPEIOHOCHOTO IIPOrPaMMHOT0 obecrieueHus JUIS
3aTpyJIHEHUS €ro OOHApYyKEHUS B CUCTEME.

[Ipumep: BHeceHHE M3MEHEHUH B MOJYJIH U KOH(PUTYpaIHIo
BpenoHocHoro  [IO s ynaneHuss — MHAMKAaTOpOB
komnpomeraiuu 3tuM BIIO mocne oOHapyxkeHus ero B
JPYTUX CUCTEMaX.

T7.12. Manunynsuuu MMEHaMM M IapaMeTpaMM 3aIlyckKa
MIPOLIECCOB U MPHJIOKEHUH I 00ecriedeHUs CKPBITHOCTH.
IIpumepsr: 1) COKpbITHE OKHa TPUIOXKEHHUS  4epes3
napameTpsl 3amycka npouecca B OC Windows; 2) BeiOOp 11
BPEJIOHOCHOTO TPWIOKEHUsT HMMeHH (aiina (mporecca),
MIOXO0XKET0 Ha UMS  M3BECTHOTO W/WIM  CHUCTEMHOIO
IIPWJIOKEHUS WM COBIA/IAIONIETO C HUM.

T7.13. Co3nanue CKpHITHIX (HDailyIOB, CKPBITBIX YUYETHBIX
3aIncen.

T7.14. YcraHoBlI€HHE JIO)KHBIX JOBEPEHHBIX OTHOLIECHWH, B
TOM YHCJIE€ YCTAaHOBKAa KOPHEBBIX CEpTU(UKATOB JUId
YCIENIHOW  BAJIMUJALMUA  BPEJOHOCHBIX  IPOTPAMMHBIX
MOAYJIEH ¥ aBTOPHU3ALIMY BHEIIHUX CEPBUCOB.

T7.15. Buenpenue BPEJOHOCHOTO KoJia
BbIOOPOYHBIM/IIENIEBBIM 00pa3oM Ha Hauloyiee Ba)KHbIE
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CUCTEMBI MJIM CHCTEMBI, YJOBJIETBOPSIOIINE ONPEAEICHHBIM
KpUTEpUSIM, BO n30exaHue MPEXKIEBPEMEHHON
KOMITpOMETAIMK MHPOpMAIUK 00 MCIIONIb3YEMBIX TPU aTake
ySI3BUMOCTSIX U 0OHapy>KeHus dakTa aTaku.

T7.16. HckyccTBeHHOE BPEMEHHOE OrpaHUuYEHUE
pacrpoCTpaHeHHUsT WJIM aKTUBalliM BPEAOHOCHOTO KOja
BHYTPH  CE€TH, BO  HU30EKaHUE  MIPEKIECBPEMEHHOTO
oOHapyxeHus (aKTa aTaky.

[Tpumep: pacrpocTpaHeHue BPEIOHOCHOTO 10
eIIMHOBPEMEHHO o BCEM HUHTEPECYIOIINM
3JIOYMBIIIJICHHUKAM CHUCTEMaM M €IMHOBPEMEHHBINH 3aIyCK
€ro Ha BBIMIOJHEHUE 10 KOMAaH[E, BILIOTH 1O BBITIOJHEHUS
KOTOPOH KOMITPOMETALIUIO CHCTEMBI OOHAPYKUTH CIOXKHO.

T7.17. O6dyckamus, mmdpoBaHUE, YIMAaKOBKa C 3alIUTOU
MapoJieM WM COKPBITHE CTEraHOTrPaQUUeCKMMH METOJIaMHU
MPOrpaMMHOT0 Kofa BpenoHocHoro 10, gaHHBIX U KOMaH]
YVOPAaBISIONMEro Tpaduka, B TOM YHCIIE P XPAHSHUH ITOTO
KOJIa M JIaHHBIX B aTaKyeMOH CHCTeMe, MPU XPaHCHHH Ha
CETEBOM pecypce WU IpH Mepeiade Mo CeTH.

T7.18. MHcnons3oBaHue CpeACTB BUPTyalu3aluu  JJis
COKpBITHSI ~ BPEIOHOCHOIO  KOJAa  WJIM  BPEAOHOCHOM
AKTUBHOCTH OT CpEACTB OOHApy»KeHUs B OMNEPalMOHHOU
CHCTEME.

T7.19. TynnenupoBanue Tpaduka ynpapieHus yepe3 VPN.

T7.20. TynunenupoBanue Tpaduka YHOPaBICHHS B IOJIA
3aMOJIHEHUS U JIaHHBIX CIYKEOHBIX MPOTOKOJIOB, K IPUMEPY,
TYHHEIMPOBAaHUE TpaduKa YHpPaBICHUS B TOJIS JaHHBIX |
3anosHeHus npotokojoB DNS, ICMP unu npyrue.

T7.21. U3meneHue KOHQUIypallUW CETH, BKIIOYas
WU3MEHEHNE KOH(pUTypanuu CETEBBIX YCTPOMCTB,
OpraHM3alMI0 IMPOKCU-COEAUHEHUN, W3MEHEHHE TaliuILl
MapuIpyTHU3alnuu, cOpoc U MOoAU(pUKALIUIO TapoJie nocTymna
K HHTepdeiicaMm ynpaBieHUsl CETEBbIMU YCTPOHCTBAMHU.

T7.22. [lonmeHa 1 koMIpoMeTalys IPOLUIMBOK, B TOM YHCIIE
npourBok BIOS, jkecTKUX TMCKOB.

T7.23. Tlommena @QailioB JIETUTUMHBIX TPOTpaMM U
OuOJINOTEK HEMOCPECTBEHHO B CUCTEME.

[Ipumeuanue 12: B TOM uyucie MOXKET cOYeTaTbcs C
TEXHUKOM KOMIpOMETAaIlMM CepTH(HKaTa, HCHOIB3yEMOro
Jutst iudpoBoit moanucu odpasza [10.

T7.24. TlonMeHa NETUTUMHBIX HporpaMM U OHOIMOTEK, a
TaKxXe JETUTUMHBIX OOHOBJIEHH IIPOTrPaMMHOTO
oOecreyeHns, MOCTABISEMBIX IPOU3BOAUTENEM YJIAIEHHO
4yepe3 CETH CBSI3HM, B PEMO3UTOPHUAX MOCTABIIMKA WA IIPH
nepeaade 4yepes3 CETH CBA3H.

[Ipumeuanne 13: B Tom 4umcie MoO)KeT coyeTaTbCs C
TEXHUKOM KOMIIPOMETAIlMU CepTH(HKATa, HCHOIB3yEMOTro
Jutst udpoBoit moanucu obpasza [10.

T7.25. IlonMeHa CCBUIOK Ha JIETUTUMHBIE NPOTrpamMMmbl U
OMONMMOTEKH, a TakKe Ha JIETUTUMHBIE OOHOBIIEHHUS
IIPOrPaMMHOT0 o0ecrieyeHus, IIOCTaBIIIEMbIE
IIPOU3BOJIUTENIEM YJIAJI€HHO Yepe3 CETH CBsI3U, MHQOpMaluu
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0 TaKUX OOHOBJICHUSX, BKJIIOYAst aTaku Ha
WH(PpaCTPYKTypHBIE CEPBUCHI MOCTaBIIMKa (Takue kak DNS
hijacking), ataku Ha TpeTHECTOPOHHHE PECYpCHI, aTaKH Ha
NEKTPOHHYIO TOYTYy H  JpYrHe cpeicTBa  oOMeHa
COOOIICHUSMU.

[Ipumevanue 14: B TOM UHCIIE MOXKET COYETATHCS C
TEXHUKOW KOMIIPOMETAIMHN CepPTH(HUKATA, HCIOIB3YEMOTO
Juts upoBoit moanucu obpasa [10.

T7.26. [Tonmena TUCTPHOYTUBOB (ycTaHOBOYHBIX
KOMILUIEKTOB) TPOTrpaMM Ha HOCHUTEISIX WH(OpManuyd WM
00LIMX CETEBBIX pecypcax.

[Ipumevanue 15: B TOM UMCIIE MOXKET COYETATHCS C
TEXHUKOW KOMIIPOMETAINKN CcepTU(HKATa, HCHOIB3YEMOTO
Jutst udpoBoit moanucu obpasa [10.

T7.27. Komnpomerarusi cepTudukara, UCIONIb3YEeMOT0 s
mudpoBoil nmoxnucu odbpaza 11O, Britouas Kpaxy 3TOro
ceprudukara y npousBogutesns [10 niam nokynky KkpaaeHoro
cepTudUKaTa Ha HEJETaJbHbIX IUIOLIAJIKAX B CETAX CBA3U
(t.H. "mapkBeO") W moanenky cepruduKara ¢ MOMOIIBIO
sKkcrutyatauu yszsumoctel 110, peanusyromero ¢yHKIuu
TeHEPUPOBAHUSI KPUNTOTPAPUUECKUX KIIOUCH, XpaHEeHUs U
ynpaBieHus HUPPOBBIMU cepTU(UKATAMHU.

T7.28. Komnpomerauusi CpeicTB CO3JaHMsI POrPaMMHOIO
KOJIa MPWIOKEHUH B MHQPPACTPYKType pa3paboTuuKa ITHUX
OPUIOKEHNH  (KOMIHISTOPOB, JMHKOBIIMKOB, CPEJICTB
yIpaBICHUS pa3paboTKoif) TUIst HOCJIE/TYFOILIETO
ABTOMATH3UPOBAHHOTO BHECCHHsI HM3MEHEHHUH B JTOT KO,
yCTaHABIMBAaEMbIi aBTOPU30BAaHHBIM MOJb30BATEIEM Ha
IEJIEBBIC ISl HAPYIITUTEISI CHCTEMBI.

T7.29. Kommpowmeranus CPEICTB cOopkH,
KOH(UTYpHUPOBaHUS U pa3BOpaurBaHUs IPOTPAMMHOIO KOJA,
a TaK)Ke CPEACTB CO3JAaHMsl y3KOCHEUAIN3UPOBAaHHOIO KO/
(x mpumepy, KoJa TPOMBIIUIEHHBIX KOHTPOJUIEPOB), B
UHPPACTPYKTYpe LIeJIEBOM CUCTEMBI, JUIS
ABTOMAaTU3UPOBAHHOTO BHECEHUS H3MEHEHUIl B A3TOT KO,
YCTAaHABIIMBAEMbIM aBTOPU30BAHHBIM II0JIB30BATEIEM Ha
1[eJIEBbIE JIJISl HAPYIIUTENS] CHCTEMBI.

IIpumeuanue 16: CokpbITHE NENCTBUI U MPUMEHSAEMBIX IIPH
TOM CpEACTB OT OOHApYKEHHsSI MOXKET IMPOU3BOJUTHCS C
UCTOJIb30BAaHUEM OJHOM MM Ooee U3 MepeyrCICHHbBIX
BbIIIIE TEXHUK JUISI COKPBITHUS Ppa3HbIX CBUIETEILCTB
KOMIIPOMETAIlMM CUCTEMBbl WM Ui Oonee 3(h(HEeKTUBHOTO
COKPBITHSL.

T8

[Tonyuyenue JIOCTyTIa
(pactipocTpanenue
JocTyna) K JApYyTUM
KOMITOHEHTaM CHUCTEM H
CeTed WM CMEKHBIM
CHUCTEMaM U CeTsIM

T8.1. Okcmiyarauus  ysS3BUMOCTEM JJi1  TOBBIIICHHUS
NpPUBWIETHM B CHUCTEME WIM CETH I yAaJeHHOIo
BBITMIOJTHEHUST NPOTPAMMHOIO KOJa JJIs PacHpOoCTpPAHEHHUS
JIOCTYyIA.

T8.2. Ucnonb3oBaHue cCpeicTB U MHTEPPEHCOB yalIeHHOTO
YIOpaBiIeHUs JUIS MOJIYyYeHUS AOCTYIa K CMEKHBIM CUCTEMaM
U CETSM.
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TakTnueckas 3aja4a;
MOJYYUB  JOCTYIl K
HEKOTOPBIM y371am
UHPPACTPYKTYPHI,
HapyIIUTENIb CTPEMUTCS
MOJYYUTh  JIOCTYN K
IpyTUM y3JI1aM.
ITomoGOuHoe
pacrpocTpaHeHue
JOCTYIIa MOXET OBITh
HelleJIeHANTPaBICHHBIM:
TaK, ele He 3Has, K
KaKHM HMEHHO
KOMITOHEHTaM
UHPPACTPYKTYPHI
TpedyeTrcs MOJTyYUTh
JOCTYII JIJISl TOTO, YTOOBI
BBI3BaTh HYXHBIE €My
HEraTUBHBIC

MIOCTICICTBHS,
HapyUIUTEh MOXeET
CTPEMHUTBCS  TOIYYHUTH
KOHTpPOJIb ~ HaJ  Kak
MO>KHO OoJbIei
YaCThIO
UHPPACTPYKTYPHI

CHCTEM U ceTel

T8.3. MHcnoap3oBaHue  MEXaHU3MOB  AUCTAHIIMOHHOM
YCTaHOBKH IPOTrPaMMHOTO obecrieueHus u
KOH(HUTYpUPOBAHHSL.

[Tpumep: pacnpocTpaHeHne BPEIOHOCHOTO Koza
rpynmnoBeiMd  monutukamu  ActiveDirectory,  00b4HO
UCITIONIB3yEMBIMH Ui aBTOMAaTH4eCKOro  YIpPaBJICHUS
JICTUTUMHBIM [TPOrPaMMHBIM 00€CTICUCHHEM.

T8.4. YnanenHoe komupoBaHue (ailyioB, BKIIOYAs MOJYJIH
BPEIOHOCHOTO TPOTPAMMHOTO OOECIICYCHHS M JICTUTUMHBIC
MPOrpaMMHBIE CpeICTBa, KOTOpBIE MO3BOJISIIOT
3JI0YMBIIUICHHUKY MOJIy4YaTh JOCTYIl K CMEXKHBIM CHCTEMaM
U CETSIM.

T8.5. I3MeHenue KoH(GUTYpaIK CETH, BKIFOYasi NU3MCHEHHE
KOH(UrypaIiyi CETEBbIX YCTPOWCTB, OpPraHU3aIMI0 MPOKCH-
COCIMHEHUH, N3MEHEHHE Ta0JIUIl MapIIpyTH3aIUN, COpoC U
MOTUGUKAIMIO — Tapoyiell  Joctynma K uHTepdeiicam
YVIPaBJICHUS] CETEBBIMU YCTPOWCTBAMH.

T8.6. KomupoBaHue BpEIOHOCHOTO KOJia Ha CbEMHBIE
HOCHUTEIH.

T8.7. Pa3menienue BpeloHOCHBIX TPOrPAMMHBIX MOJYJIEH Ha
paszensieMbIX CETEBbIX pecypcax B CETH.

T8.8. Hcnons3oBanue JIOBEPEHHBIX OTHOIIEHUM
CKOMIIPOMETHPOBAHHOM CHCTEMBl U I0JIb30BaTelIel 3TOH
CHUCTEMBI C JPYT'MMH CHCTEMaMH M TIOJIb30BATENSIMHU IS
pacrpocTpaHeHHsI BPEIOHOCHOTO IPOrPaMMHOTO
o0ecrieyeHns WK IS IOCTyIa K CUCTeMaM M HH(OpMaIliH B
JPYTUX CUCTEMAX U CETAX.
[Tpumep: OTCBUIKA
AJIEKTPOHHOM  TOYTHI  OT
JTIOBEPEHHBIX JIUII.

coo01eHui KOPIIOpPAaTUBHOMN
UMEHM KOJJIeT U HpOuuX

[Ipumeuanue 17: Ilomyuenue noctyma (pacrnpocTpaHeHHUe
JocTyna) K JApYyrdM KOMIIOHEHTaM CHCTEM M CeTed WM
CMEXHBIM CHUCTEMAM U CETAM MOXET BBINOJIHATECS B
HECKOJIBKO IIaroB € MCIOJIb30BaHUEM OAHOW wiu Ooisiee U3
IIEPEYUCIICHHBIX BBIIIE TEXHUK, II0OKa HApPYLIUTENIb HE
JIOCTUTHET LEJEeBOM CHCTEMbl WM HE OyAeT BbIHYXAEH
OpUOETHYTh K APYrod TAKTUKE JJIsl POJIOJKEHUS aTaKU.

T9

Coop wu BeIBOO U3
CUCTEeMBl  WJIH  CETHU
nH(popmanuu,

HEo0XoIuMoMn TUTST

TadbHEHINX JIeHCTBUI
IpU peanu3aluud yrpos

0e30macHOCTH
uHpopMaIuu W
peanu3aiyn HOBBIX
yrpo3

TakTuueckas 3amaya; B
XO7I€ pealn3aiuu yrpos
0€30I1aCHOCTH

T9.1. Hoctyn x cucteme misi cobopa nHGOPMAIMM U BBIBOJ
uH(pOpMallUK 4Yepe3 CTaHIApPTHBIE MPOTOKOJIBI YIPaBICHUS

(mampumep, RDP, SSH), a Taxke wucnonap3oBaHue
UHPPACTPYKTYpPHl  NPOBAHAEPOB  CPEACTB  yJAIEHHOTO
aIIMUHUCTPUPOBAHUS.

[Ipumep: ucnonb30BaHUE CPEICTB YJAICHHOTO YIPaBICHUS
RMS/teamviewer jyisi co3anus KaHaja CBSI3U U YIIPaBICHUS
CKOMIIPOMETHUPOBAHHOM CHCTEMOH co CTOPOHBI
3J'IOYMI)IHIJ'IGHHI/IKOB.

T9.2. Joctyn k cucreme g cOopa uHGOpPMALUU U BBIBOJ
UHPOpPMAIIUK dYepe3 WCIOJIb30BAaHME INTATHBIX CPEJICTB
YAQJIEHHOTO0 JIOCTyHa M YIpaBlIeHUs  ONEPalMOHHOM
CHCTEMBI.

T9.3. BeiBoa nH(pOpMay Ha XOPOLIO U3BECTHBIE MOPTHI Ha
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uHpopManuy,
HaApPYIIUTEIIO
moTpedoBaThCs
MOJTyYUTh U BBIBECTH 32
TIPEIeIIbI
UHPPACTPYKTYPHI
Oosnpine 00BEMBI
nHpopMmanuu, wu30exKaB
IIPU 3TOM OOHAPYKEHHS
WJIA IPOTHBOCHCTBUS

MOXET

BHEIIHUX CEPBEpPAX, pa3pelICHHbIE HAa MEKCETEBOM 3KpaHe
(SMTP/25, HTTP/80, HTTPS/443 u np.).

T9.4. BriBog uHpOpManMu Ha HECTAaHAAPTHBIE MOPTHI HA
BHEIIIHUX CEpBepax, YTO B HEKOTOPHIX CIydasX IMO3BOJISET
HKCIUTyaTHPOBATh YSA3BUMOCTH CPEJICTB CETEBOM (pubTpanmu
Juisg 00X0/1a ITUX CPEJICTB.

T9.5. OtnpaBka JaHHBIX 110 H3BECTHBIM IPOTOKOJIAM
yIpaBJIEHUs U NIepeJauu JaHHbIX.

T9.6. OTnpaBKka AaHHBIX 110 COOCTBEHHBIM IIPOTOKOJIAM.

T9.7. IlpokcupoBanue Tpaduka Tmepenayd AaHHBIX IS
MacCKHUPOBKHU IOJO3PUTEIBHON CETEBOM aKTMBHOCTH, 00X0/a
IOpaBUI Ha MEXKCETEBOM JKpaHE M COKPBHITHS aJpPEcoB
MHOQPACTPYKTYpbl HapyliuTesed, AyOIupoBaHHE KaHAJIOB
CBs3M, oOQyckamuss W pasaencHue Tpaduka Mepenadn
JTAaHHBIX BO M30exaHue 0OHAPY KEHUS.

[Ipumepsr: 1) HcnoONb30BaHUE CKOMIIPOMETHPOBAHHBIX
CUCTeM B TOH e ceTd, Ui KOTOphIX HpaBwiamMu MO
paspenieH qocTym B IHTepHEeT B KayecTBE MPOKCH CEPBEPOB;
2) wucnonb3oBaHue UHPpacTpykTypsl cetu TOR s
MIPOKCUPOBAHUSI 3alpoOCOB K CEpBEpaM yIpaBlieHus; 3)
UCIOJIb30BAaHUE OJHOIO0 KOMMYHHUKAI[MOHHOIO IPOTOKOJIA
JUTSL 3aI1poca, U IPYTOro - JUIsl OTBETa Ha 3a1poc.

T9.8. TynnenupoBanue Tpaduka Iepenadd IAaHHBIX 4Yepe3
VPN.

T9.9. TyuuemupoBanue Tpaduka ynpaBiIeHHS B OIS
3aMOJIHEHUS U TaHHBIX CIYKEOHBIX MPOTOKOJIOB, K IPUMEPY,
TYHHEIMPOBAaHUE TpaduKa YHpaBICHUS B TOJNS JTaHHBIX H
3anosHeHus npotokojoB DNS, ICMP unu npyrue.

T9.10. BeiBox uHpOpManuu 4epe3 ChEeMHBbIE HOCHUTENH, B
YaCTHOCTH, nepeaaya JTAHHBIX MEXIY
CKOMIIPOMETUPOBAHHBIMU ~ HM30JIMPOBAHHOM CUCTEMOM U
MOAKIIOUEHHON K IHTepHeT cuctemMoil dYepe3 HOCUTENH
nH(OpMaInHU, UCTIOJIb3yeMble Ha 00€UX CUCTEMAX.

T9.11. OrnpaBka OaHHBIX Yepe3 AIbTEPHATUBHYIO CpELy
nepesavyn JaHHbIX.

[Ipumep: BBIBOJ KOHGHIECHIHMAIBLHON HH(POpPMALUU uepes3
cyOTUTpBI BUAEOPSIIA, IEMOHCTPUPYEMOTO Ha BeO-cailTe.

T9.12. HIudposanue BBIBOJUMOM uHpOpMaInH,
UCIOJIb30BaHUE cTeraHorpadguu A COKphITUA  (akTa
BbIBOJIa MH(OPMAIIHH.

T9.13. BeiBog undopmaiuu uepe3 npeocTaBiIeHUE JOCTyIIa
K (GaiiloBBIM  XpaHWIMIIAaM ©  0a3aM  JaHHBIX B
UH(PPACTPYKType CKOMIIPOMETHPOBAHHOW CHUCTEMBl WU
CETH, B TOM YHUCJIE IIyTEM CO3JaHHs HOBBIX YUYETHBIX 3aIllUCEH
WK Iep€aadu JaHHBIX JJIA ayTeHTI/I(l)I/IKaHI/II/I " aBTOpHU3allun
HMMEIOLMXCS YYETHBIX 3aIUCEN.

T9.14. BeiBoa nHbOpMAIIHU TTyTEM pa3MEIIeHUsT COOOIIEHU
win ¢aiinoB Ha MyONIMYHBIX pecypcax, IOCTYIHBIX IS
AHOHMMHOTO Hapymmrenas (popymbl, QailiiooOMeHHbIE
cepBUCHI, (POTOOAHKH, OOIAYHBIE CEPBHCHI, COLUAIbHBIC
CEeTH).
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[Mpumeuanue 18: COOp W BBIBOA M3 CHUCTEMBI WM CETH
uHpopMmanuu, HEOOXOAMMOW ISl NadbHEHUIIUX JIEHCTBUM
Opyu peanu3alu yrpo3 0Oe3omacHOCTH WHGPOPMALUU WIN
peanu3alM  HOBBIX YIpO3  MOXET  BBIIOJHATBCA C
UCIIOJIb30BaHUEM OJHOM WM Oojee M3 IEpPEeUUCIIEHHBIX
BBIIIIE TEXHUK JUJIs peajlu3allii pe3epBHBIX KaHAJIOB BbIBOJA
uHpOopMaLIUH.

T10

HecankumonupoBaHHbIN

JOCTYII 51 (nnn)
BO3JICUCTBHUE Ha
nH(pOPMAaLOHHbIE

pecypcesl WIH

KOMIIOHEHTBI CHUCTEM U
CeTel, NPUBOIANINE K
HETaTUBHBIM
MOCJIEICTBUSM

TakTuueckas
JOCTIDKCHHE
HapyuuTeIeM
KOHCYHOM LI,
MPUBOJISIIIECE K
peanu3auuu
MOJEIIUPYEMOIN  yTPO3bI
Hu MIPUYUHEHUIO
HEJIOIY CTUMBIX
HEraTUBHBIX
MOCIIEACTBUN

3aJa4da.

T10.1. HecaHKIIMOHUPOBAHHBIA AOCTYN K HH(GOPMAIMH B
namMsTH CHUCTEMBI, (GailloBoil cucteme, 0a3ax JaHHBIX,
PEHO3UTOPHSIX, B IPOrPAMMHBIX MOJYJISIX U MIPOLIMBKAX.

T10.2. HecaHKUMOHMPOBAaHHOE BO3JIEHCTBUE HA CUCTEMHOE

mporpaMMHOEe  o0ecriedeHue, ero KOHPUTYpaluuw H
napameTpbl JOCTyIa.

T10.3. HecankimonupoBanHoe BO3JICHCTBUE Ha
MporpaMMHBIE ~ MOJYJIM  MPUKIATHOTO  MPOrPaMMHOTO
obecreyeHus..

T10.4. HecankuumonupoBannoe BO3/CHCTBHE Ha

MPOrPaMMHBIN KOJl, KOHPUTYpallMi0O U MapaMeTpsl JOCTYIa
IPUKJIATHOTO MPOrPaMMHOI0 00€CIIEUEHHUSI.

T10.5. HecankimonupoBanHoe BO3JICHCTBUE Ha
MPOrPaMMHBIA KOJI, KOHPHUTYpalluio U TapaMeTpbl JOCTyIIa
CHCTEMHOT'O ITPOrPaMMHOTO 00€CTICUeHHS.

T10.6. Hecanknmonuposannoe BO3JICHCTBHE Ha
MPOrPaMMHBIN KOJl, KOHPUTYpallMI0O U MapaMeTpbl JOCTyIa
IIPOLIMBKHU YCTPOMCTBA.

T10.7. Tlogmena wuHbopManmu (HampUMep, IIATEKHBIX
PEKBU3UTOB) B MaMATH WM UHPOPMAINH, XPAaHUMOW B BUJE
daiinoB, nHpopmanuu B 0a3zax MAaHHBIX U PEMNO3UTOPUSIX,
uHGOpPMAllUM HAa HEPa3MEUYEHHBIX 00JacTAX JUCKOB U
CMEHHBIX HOCHUTEJICH.

T10.8. YHuuTOX€HNE NH(pOpPMALMHU, BKITIOYas HH(POPMALIHIO,
XpaHUMYyIO B Buje ¢aiiioB, nHopmalnio B 6a3ax JaHHBIX U
Peno3uTopusiX, HHPOPMALIMIO Ha HEpa3MEUYEeHHBIX 001acTAX
JIUCKOB M CMEHHBIX HOCHUTEJEH.

T10.9. Ho6aBnenue uHdopmanuu (Hampumep, AedercuHr
KOPIOPAaTUBHOIO NOpTaa, MyOIHKaIHs JIO)KHON HOBOCTH).

T10.10. Opranuzanusi 0TKaza B OOCIyXKHBaHUM OJHOW WU
HECKOJBLKHX CHUCTEM, KOMIIOHEHTOB CHCTEMBI MJIH CETH.

T10.11. HeueneBoe ncnosp30BaHuE PECypCOB CUCTEMBI.
[Ipumepsr: 1) opranuzanusi MaHMHroBOW IIaTGOpMBL; 2)
opraHu3zaiys miaTGopMbl I OCYIIECTBICHHUS aTaK 0TKa3a B
00CIyKUBaHUU Ha CMEXHbIE CUCTEMbI U CETH.

T10.12. HecanknuonuposanHoe BO3JICHCTBUE Ha
ABTOMATU3UPOBAHHBIE CHCTEMbI YINpPABICHUS C LEJbIO
BbI30Ba OTKa3a WJM HapylleHHs (QyHKUU ympaBieHHs, B
ToM uyucie Ha ACY KpUTHUECKH BaXXHBIX OOBEKTOB,
MOTEHLIUAIBHO OITaCHBIX 00BEKTOB, 00BEKTOB,
MPEJICTABIISIIOIINX MOBBIIICHHYIO OMAcCHOCTh JUIS JKU3HU U
3I0pOBBS JIOJAEH U AJI OKPY’KAIOLIEH NPUPOIHON cpenbl, B
TOM YHCJIE€ OMACHBIX ITPOU3BOJICTBEHHBIX O0OBEKTOB.

IIpumepsr: 1) BozaeiicTBUe Ha aBTOMaTH3UPOBAHHBIC
CHCTEMBI yIpaBJeHUsI OOBEKTOB TPAHCHOPTA; 2) YIaJICHHOE
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BO3JICHiCTBME Ha [HU(POBBIE CHCTEMBI W TMEPBUYHOE
obopynoBaHue 00BEKTOB AJICKTPOIHEPTETUKH; 3)
BO3JICUCTBUE HA CHCTEMbl YIPABICHUS TEXHOJIOTUYECKUM
MPoIIeCCOM He(PTEXUMHUUIECKOT0 0OBEKTA.

T10.13. HecankimonupoBannoe BO3/ICHCTBUE Ha
aBTOMAaTHU3UPOBAHHBIC CHUCTEMBI YIPABJICHUS C IEJIBIO
BBI30BA OTKa3a WJIM MOJIOMKH OOOpYJOBaHUsS, B TOM YHCIIE
ACY KpUTHYECKHM BaXXHBIX OOBEKTOB, IMOTEHIIUAIHLHO
OITaCHEIX 00BEKTOB, 00BEKTOB, MPEACTABIISIIOLIUX
MOBBIIICHHYIO.

T10.14. OTkiaroueHHe CUCTEM M CPEIACTB MOHMTOPHHIA U
3aIIUTHI OT YIPO3 MPOMBIIIUICHHON, (PU3HUECKOM, TIOKAPHOM,
AKOJIOTHUYECKOH, paiMalliOHHON OE30MacCHOCTH, UHBIX BUIOB
0€301aCHOCTH, B TOM YHCJIE KPUTHYECKU BAKHBIX OOBEKTOB,
MMOTECHIINAIBHO OITaCHBIX 00BEKTOB, 00BEKTOB,
MPEJICTABIISIIONINX MOBBIIICHHYIO OMACHOCTh Ui KU3HU U
3I0pPOBbS JIIOJIEH MU I OKPY KArOLEH MPUPOIHOM Cpenbl, B
TOM YHCJIC OITACHBIX TPOU3BOCTBEHHBIX O0OBEKTOB.

T10.15. Bo3naelictBue Ha MHPOPMALIMOHHBIE PECYPCHI Yepes
CUCTEMBbl pPaclo3HABAaHUSI BU3YalbHBIX, 3BYKOBBIX 00pa3oB,
CUCTEMBI TEOTO3UIIMOHUPOBAHUS W OPUCHTAIMH, JATYUKU
BHOpaIuy, NpOYHe JATYUKHM M CHCTEMbl IIPeoOpa3oOBaHUS
CUTHAJIOB (PM3UYECKOr0 MUpa B MU(POBOE MPEICTABICHHUE C
LIEJIBI0 TTOJIHOT'O WJIM YACTHYHOTO BBIBOJIA CHCTEMBI U3 CTPOS
WJIM HECAaHKIIMOHUPOBAHHOTO YIPABJICHUS CUCTEMOM.
[Ipumepsr: 1) HaHeceHHE  HEJIETUTUMHON  pa3METKH
JIOPOKHOTO TOJOTHA C IEJIbI0 BbI30Ba COOSI CHUCTEMBI
aBTOMAaTHYECKOTO yIpaBIeHUs aBTOMOOHIIEM; 2)
HCIIOJIL30BaHUE CIIeIUaJIbHEBIX CHMBOJIOB B
UACHTU(PUKAIIMOHHOM  3HaKe  (U3NYECKOT0  OOBEKTa,
pacro3HaBaeMOM KaMepaMu BUICOHAOIIOICHHUSI.
[Tpumeuanue 19: HecaHKIMOHUPOBAHHBIM AOCTYN U (WJIH)
BO3JICUCTBME HAa  MH(POPMALIMOHHBIE  PECypChl  HIH
KOMITOHEHTHI CHCTEM U CeTel, MPUBOJSAIIEe K HETaTUBHBIM
MOCJIE/ICTBUSIM ~ TIPU  peayiu3allid  yrpo3  0e30MacHOCTH
uH(pOpMAallUM WM pealli3allid HOBBIX YyIpoO3, MOXET
BBIIIOJIHATLCS C HCHOJB30BAaHMEM OJHOM WM Ooyiee U3
MEPEYUCICHHBIX  BBIIE€  TEXHUK  JJIS  TIOBBIIICHUS
3¢ (PEeKTUBHOCTH BO3JEUCTBUSI C TOUKH 3PEHHUS HAPYIIUTEIS
WIH JJIS peaju3alui HEeCKOJNbKHX THIOB BO3JCUCTBUS Ha
aTaKyeMYIO CHUCTEMY.

9. OmnpenesieHne aKTYaJbHBIX YIPO3 0€30NMACHOCTH MePCOHAIBHBIX JaHHbIX B UCIIIH
AKTyalbHOM CUMTaeTcsi yrposa, KoTopas MoxkeT ObITh peanu3zoBaHa B VMCII[H u mpencrasiser
onacHocThb st [1/[H.

AKTyalbHOCTb YTPO3bI OIIPENEISIETCS CAEAYIOUIMMU ITapaMeTpaMu:
- ypoBeHb ucxonHoi 3amumensoctr UCII/H;

- YacToTa (BEpOSTHOCTH) pealu3allui pacCMaTPpUBAEMON yTPO3bI.
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[Tong ypoBHem wucxomHoi 3amumeHHoctd WCII[H monumaercs o0O0O0OIIEHHBIH IOKa3aTelb,

3aBUCSILUN OT TEXHUUYECKUX U KCILTyaTallMoHHbIX xapakrepuctuk UCI1/Ix.

IMoka3aTenu ucxoanoi 3amumennoctu UCI/In

CTOPOHHHM TOJIB30BATEISIM
NCIIIn 6e3 npeaBapUTeIbHOM
00paboTKHu

No [TapameTp 3HayeHue YpoBeHb
3aIIUIIEHHOCTH
1. TeppuropralibHOE pa3MeleHue Kopnioparushnas pacnpeneneHsas BBICOKHM
NCTIIH, oxBaThIBaroIas MHOTHE
MOAPA3ACIICHUs] OQHOM OpraHu3aluu
2. Hannune coeqnHenuii ¢ ceTsiMu NCII/Ix, umeromasi OTHOTOYCYHBIHN BBICOKHI
00IIero Mnojab30BaHUs BBIXOJI B CE€Th OOIIET0 MOJIb30BAHUS
3. BcerpoenHsle (j1eranbHble) 3anuce, COpTUPOBKA, yIaJICHUE CpeIHHUI
OTIEpaLIU C 3aMucsIMu 0a3
MIEPCOHAJIbHBIX TAHHBIX
4. Pasrpannuenne nocrymna k NCII/JIH, K KOTOpO UMEET N0CTYII CpEeIHUM
MEPCOHAJIBHBIM JaHHBIM OIpEeIETICHHBIN NepeYeHb
COTPYAHUKOB OpraHu3aIliH,
sIsromeiics BaagenbneM MCII/n,
mu60 cyobekT 110
5. Hanuuue coenqunenuii ¢ Apyrumu UCIIAH, B KOTOPOI UCHOJB3YyETCA BBICOKHH
6azamu I1/1x nasix UCII/H onHa 6a3a [1/]n, mpuHaamexamas
OpraHu3alyy - BJIaJeIbIly TaHHOK
NUCIIOn
6. YpoBeHb 0600111eHUs NCIIH, B KOTOpOIl IpeiocTaBiIsieMble CpenHui
(o6e3nuuuBanus) [1/1xn MOJIb30BATEIIO JAHHBIC HE SBIISIFOTCS
0e3TMYeHHBIMH (T.€. IPUCYTCTBYET
nHGOpMAIHS, TTO3BOJISFOIIAS
uaeHTupunmrponars cyorexra I1J1H)
7. O6nem I1/1H, KOTOpHBIE UCIIH, HE MTpe0oCTaBIISIONINE BBICOKUH
MPEA0CTaBIIAIOTCS HUKaKoW nH(pOpMaIuu

3HAYEHUIO0 YPOBHS 3alIMUICHHOCTH «BBICOKHI» COOTBETCTBYIOT 4 XapaKTEpUCTHKH, 3HAYCHHUIO

ypoBHsi «Cpennuii» - 3 xapakTepucTuku. Takum o0pazoM, 4HMCIOBON KOIPHUIIMEHT HCXOHOMN

samunienHocty  UCIIJIn Y1

3alllUIICHHOCTH.

COOTBCTCTBYCT 3HAYCHUIO 5 -

CpeaHAA CTCIICHDb HCXOIHOM

B Tabnume Huke npuBeAeHb AaHHbIE 00 OIEHKE aKTyalbHOCTH yrpo3. [ms xaxmoill yrpossl

OTIPEIEISETCS] BEPOSITHOCTh peaTnu3aiii Yrpo3bl Y2 U COOTBETCTBYIOIMHMA KOYPDHUIIUEHT:

0 - 1t MaNOBEPOSITHOM yIpO3bI;
2 - U1 HU3KOM BEpOSATHOCTH YIPO3bI;
S - U1l CpeJHEH BEPOSTHOCTH YTPO3bI;

10 - I BBICOKOI BEPOSITHOCTH YTPO3HI.

C yueToM 3Toro peaan3yeMocTh KaXJ10i yrpo3bl Y pacCUuThIBAaETCs 1o Gopmyiie:
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Y = (YI+Y2)/20.

[To 3Hayenuto Kod(pduIMeHTa peann3yeMocTd yrpo3el Y  dopMmupyercs BepOanbHas
MHTEPIpPETAINs PEATU3yeMOCTH YIPO3bl CIEAYIOMINUM 00pa3oM:

ecin 0<7<0,3, TO BO3MOXHOCTb peaIn3allii yrpo3bl IPU3HAETCS HU3KOM;

eciu 0,3<7 <0,6, TO BO3MOXHOCTh pean3alluy yrpo3bl IPU3HAETCS CPEIHEH;

eciu 0,6<I" <0,8, TO BO3MOXHOCTh peanu3alluy yrpo3bl IPU3HAETCS] BHICOKOM;

ecin Y <0,8, TO BO3MOKHOCTb peajii3alliy yIpo3bl IPU3HAETCS OYEHb BHICOKOM.

Jlanee oueHuBaeTCs ONACHOCTh Kax10i yrposbl. IIpum oleHKe OmacHOCTH Ha OCHOBE Olpoca
AKCIIEPTOB OMPEIEAETCs BepOAIbHBIN MTOKA3aTeNbh OMaCHOCTH )i paccmaTpuBaemoit CIT/IH.
DTOT MoKa3areab UMEET TPU 3HAUCHUS:

HU3Kasi OMAaCHOCTb - €CJIM Peajiu3alis yrpo3bl MOXKET MPUBECTU K HE3HAUYUTEIbHBIM HETaTUBHBIM
MOCTICJICTBHSIM JUIS CyOBEKTOB IIEPCOHANBHBIX JTaHHBIX;

CpEIHssl OMACHOCTb - €CIIU pealu3alus yrpo3bl MOKET MPUBECTU K HEraTUBHBIM MOCIEACTBUSIM IS
CyOBEKTOB MEPCOHATBHBIX JTaHHBIX;

BBICOKAsl OMACHOCTh - €CIIM pean3alisl yrpo3bl MOXKET MPUBECTH K 3HAUUTEILHBIM HETaTHBHBIM
MOCTICICTBHSM JUISI CYOBEKTOB MIEPCOHAIBHBIX TaHHBIX.

3areM OCyIIeCTBISAETCS BRIOOP M3 00mIero (IpeaBapuTeIbHOr0) MepedHs yrpo3 0e30MacHOCTH TeX,
KOTOpbIE OTHOCATCS K akTyanbHbIM ans gaHHod WCIIJIH, B cOOTBETCTBUM C MpaBUIIAMH,

HpI/IBe)IéHHBIMI/I B Ta6J'II/II_Ie HWXKC.

Bo3MokHOCTH IToka3aTesb OIACHOCTH YIPO3bI
peajn3anum yrpossl Hwuskas Cpennss Bricokast
Huskas HEaKTyaJbHasl HEaKTyaJbHas aKTyaJIbHas
Cpeanm HCAKTYyaJIbHasA aKTyaJiIbHasd aKTyaJiIbHasd
Bricokas aKTyaJlbHas aKTyaJIbHas aKTyajabHas
OueHb BbICOKas aKTyaJlbHas aKTyaJIbHas aKTyajabHas

CocraB yrpo3 onpenenén cieayromum oopasoM. Ha ocHoBe «ba3zoBoii Mojenu yrpo3 6e3onacHOCTH
NEPCOHATBHBIX JaHHBIX MpPU HMX 00paboTKe B HH(MOPMAIIMOHHBIX CHCTEMax IEepPCOHAIbHBIX
JAHHBIX)» YCTAHOBJIEHA THIIOBash MOJENb yrpo3 Oe3omacHocTH, akrtyanbHas mains WII: Tunosas
MOJIeTIb YIpo3 0O€30MacHOCTH TEePCOHAJIbHBIX JIaHHBIX, 00pabaThIBa€MbIX B paclpeaeleHHBIX
WH(POPMAIIMOHHBIX CHCTEMax IMEPCOHATBHBIX MTAHHBIX, UMEIOMINX MOIKIIOYEHHE K CETSIM CBSI3U
O0IIIero Moib30BaHUS M(MIIM) CETSM MEXIyHapOJHOro MH(POpMauoHHOro oOMeHa. J{is maHHOH
TUIIOBOI MO/IEIM BO3MOJKHA peau3aiis ciaeyomux yrpo3 6esonacaoctu [1/1H:

Tadauua yrpo3 u MX XapaKkTepUCTHKHU

HanmeHoBaHME yrpo3bl ‘ BepositHocTh Y2 ‘ PeanusyemoctsY ‘ OnacHocTh ‘ AKTYyalbHOCTh
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YT1po3bl yTeuku HHPOPMALIMU 110 TEXHUUYECKUM KaHaJIaM

Yrpo3sl
aKyCTHYECKOU
(peueBoit) nHbOpPMAITIU

YTEUKU

MaJIOBEPOSITHO

V)

Huzkas (0,25)

HU3KaA

HCaKTyaJIbHas

Yrpo3sl YTEUKHU
BUJI0BOM HH(pOopManuu

MaJIOBEPOATHO

(0)

Huzkas (0,25)

HHU3Kas

HEaKTyaJlbHas

Yrpo3sl YTEUKHU
MH(pOpMALIUU 110 KaHATY
[IOMHWH

MaJIOBEPOSTHO

(0)

Huzkas (0,25)

HHU3KasA

HEaKTyaJlbHas

Yrpo3et HCJI x [1/1n Henocpencrsenno B UCIIJIH

Yrpo3bl, pealin3yeMbIe B
xoJe 3arpy3Ku
ONepauOHHON
CUCTEMBbI u
HaIpaBJICHHBIC Ha
nepexBaT maposiei miu
UACHTU(DHUKATOPOB,
MoauduKau 0a30BOH
CHCTEMBI BBOJa/BBIBO/IA
(BIOS), nepexsaT
YIPaBJICHUS 3arpy3Koi

MaJIOBEPOATHO

(0)

Huzkas (0,25)

cpenHss

HEaKTyaJlbHas

VYrpo3sl, peanusyemble
nocine 3arpy3Ku
OIEPAIMOHHOMN
CHCTEMBI "
HalpaBJICHHbIE Ha
BBITTOJIHEHHE
HECAHKIIMOHUPOBAHHOTO
Joctyna c
pUMEHEHUEM
CTaHIAPTHBIX (YHKIHA
(YHHUTOXEHHE,
KOTIMPOBAHUE,
nepeMeleHue,
dbopmatrpoBaHue u
T.I1.) ONEPAUOHHON
CUCTEMBl WJIH KaKOW-
1100 IIPUKIIATHOM
IPOTPaMMBEI, C
IPUMEHEHHEM
CHEeNHaTbHO CO3JIaHHBIX
JUISL BBITTOJTHEHUS

HCJI mporpamm

MaJIOBEPOATHO

(0)

Huskas (0,25)

CPCIAHAA

HCaKTYyaJIbHAsA

Yrpo3sl BHEJIpEHUs
BPEIOHOCHBIX
IporpaMm

CpenHsis
BEpPOSITHOCTH (5)

cpennsis (0,5)

HU3KadA

HCaKTyaJIbHAsA

CereBble yrpo3bl

Yrpo3sl "Ananuza
cereBoro Tpaduka" ¢
NIepeXBaToOM
nepeaaBaeMoi 1o ceTu
uH(bopMaluu

HU3Kas
BEPOSTHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyaJibHas
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Yrpo3sl
napoJieit

BBISIBJICHUA

HU3Kas
BEpPOSITHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyajabHas

Yrpo3sl YIAJIEHHOTO
3aIycKa IpUII0KEeHU I

HU3Kas
BEpPOSITHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyaJIbHas

Yrpo3sl BHEApPEHHs IO
ceTu BPEIOHOCHBIX
IporpaMm

HU3Kas
BEpPOSITHOCTH (2)

cpennsis (0,35)

HHU3Kas

HEaKTyaJlbHas

YTrpo3bl U3 BHEITHUX CETEH

Yrpo3bt "AHnanusa
cereBoro Tpaduka"' ¢
nepexBaToM
nepeaBacMomn BO
BHEIIIHUE CeTH u
MIPUHUMAEMOH 13
BHEIITHUX
nHpopmanuu

cereit

HU3Kas
BEpPOSITHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyaJIbHas

Yrpo3sl CKaHMPOBAHWI,
HaIpaBJICHHbIE Ha
BBISBIICHUE THIIA
OIEepPAIMOHHOMN
CHCTEMEI

OTKPBITBIX TMOPTOB U
CITy X0, OTKPBITBIX
COEJIMHEHUH U JIp.

APM,

MaJIOBEPOSITHO

(0)

Huskas (0,25)

HHU3Kas

HCAKTyaJIbHasA

Yrpo3bl BBISIBJIICHUS
napoJieit

HU3Kas
BEpPOSITHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyaJIbHas

VYrpo3sl HOJTyYeHHUS
HCJl nyrem noameHsl
JIOBEPEHHOT0

00BbeKTa

MaJIOBEPOATHO

(0)

Huskas (0,25)

HH3Kasd

HCaKTYyaJIbHAsA

Yrpo3sl thna "OTka3 B
00cyXxuBaHuu"

HU3Kas
BEPOSTHOCTH (2)

cpenusis (0,35)

cpeaHsis

aKTyaJIbHad

Yrpo3bl YIAJIEHHOIO
3amycKa NPHIOKEHHI

MaJIOBCPOSATHO

()

uuskas (0,25)

HU3KaA

HCaKTYyaJIbHAsA

Yrpo3sl BHEApPEHUs IO
ceTu BPE/IOHOCHBIX
porpaMm

cpenHsis
BEpPOSITHOCTH (5)

cpenusis (0,5)

cpeaHsis

aKTyaJIbHad

10. MeponpusiTusi 1o NpeAOTBpaleHUuI0 yrpo3 0esonacuoctu I1/{n

AKTyabHbIE YTPO3bI

MeponpusTus 10 NpegoTBPAIEHUI0 YyIPO3

CereBble yrpo3bl:

VYrpo3sl "Amnanmza cereBoro Ttpaduka"' c
IepexBaToOM  II€pelaBaeMoOM 1O
uH(popMannu; YTpo3sl BhISIBICHUS TapoJiei;

CETH

VYTrpo3bl yAaIeHHOTO0 3aIycKa MPUIOKEHN;

Yrpo3sl W3 BHEIIHUX CETEH: YTPO3bI
"Ananu3za cereBoro Tpaduka" ¢ nepexsarom
nepelaBaeMoil  BO

BHCIIHHUC CETHU n

NIPUHUMAEMOM M3  BHEIIHUX  CEeTeH

Peanmzanus cucTeMbl ¢ YCTaHOBJICHHBIMHA TSI
nepenadn

nH(pOpPMAIMY OTPaHUIEHHOTO JOCTyIa
CepTHUPHUIMPOBAHHBIMU MEXaHU3MAMHU
3anuThl, Hanpumep, ViPNet u npyrux,
OTBEYAIOIIUX TpeOOBaHUAM OE€30MaCHOCTH
uHpopMauu B COOTBETCTBUU C
@enepanbHbM  3aKkOHOM 0T 27.07.2006 Ne
152-®3 «O nepcoHaTbHBIX JaHHBIX).
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uHpopManuu; YTpo3bl BbISIBICHUS MTapoJIei;
VYrpo3sl thma "OTka3z B oOcmyxuBaHUU",
Yrpo3sl BHEAPEHMS 110 CETH BPEIOHOCHBIX
IIporpamm.

VYrpo3sl Ge3zomacHoctu I1/[H mpu oOmene
[1/IH ¢ BHEITHUMM OpraHU3aALUSIMU U
oipa3iesIeHUsIMU KOMIIaHUU qyepes
UH(OPMAIIMOHHBIE CHCTEMBI.

Opranu3zanus gocTyna paboTHUKOB

HIl k cucremam, pEKOMEHIOBAHHBIM IS
nepeaadu

B DJIEKTPOHHOM BHjI€ HH(POpMAIIUH,
cozepKaime IIEPCOHAJIbHBIC JTaHHbIE.
Bpemennsie MeponpusaTHs:

1. Ilepenaya AOKYMEHTOB, COAEpIKALIUX
I[MIAn, w4wepe3 EAC/ ¢ obs3arenbHOR
MoMeTKON «OrpaHuYeHHBIN JOCTYID.

2. [Iepenaua II1u Ha ChEMHBIX
MalIMHHBIX ~ HOCUTENSAX HHPOpMAIMH  C
coOnrofeHreM TpeOOBaHUI HOPMATHUBHBIX
nokymentoB  UII no wuHpopManmoHHON
0€3011acCHOCTH U JEJIONPOU3BOJICTBY.

VYrpo3a oTCyTCTBUS OJIOKHUPOBKHU
YUYETHOH 3aIHCH NPU MIOKUIAHUN
pabouero Mecta pabOTHHKOM

1.  VYcraHOBUTH TNEPHOAUYHOCTH  CMEHBI
napoJsi yYeTHOM 3alHCH.

2. IlpoBectn oOydeHue pabOOTHUKOB O
HEOOXOAMMOCTH  OJIOKMPOBKH  y4YETHOU
3amicd TpU TMOKHIAHWM pabouero Mecra
Oonee yeM Ha 5 MUHYT WJIM IIPU OTCYTCTBHUHU
3pUTETHHOTO KOHTPOJIS J0CTyma
MIOCTOPOHHETO JII[A K YYETHOMN 3aIHCH.

3. IlpoBectu oOyueHuEe pPYKOBOAMTENEH O
HEOOXOJUMOCTH  KOHTPOJISL ~ OJIOKUPOBKH
YYETHOH  3alucH pabOTHUKaMU  NpH
MOKHJIaHUH paboyero MecTa.
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JIucTt o3HakomuieHnsi ¢ Moiesibi0 yrpo3 0e30MacHOCTH NEePCOHAJILHBIX TaHHBIX B

HH(l)OpMaIIHOHHOﬁ CUCTEME NTIEPCOHAJTBHBIX JAaHHBIX

/a

®UO paboTHHKa

Jara

O3HAaKOMIJICHHUA

IMoamuce

paboTHHKA
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